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Bai viét huéng dan st dung giao thic SPI dé dump firmware cua thiét bi Hikvision Camera,
thuén loi, ap luc phai doi mat khi lam nhung diéu mdi trai ngot 1an dau tién da téi.

2019 minh c6 nhiém vu thuc hién danh gia thiét bi IoT Camera DS-2CD2T21GO cta hang
Hikvision. Lic d6 minh chi méi tap t6 mang IoT luc dé chi biét reverse, exploit va
dumpfirmware thong qua UART va con nhiéu thit méi may man minh da khong chiu thua co
gang téi bay gio.

(UART la giao thirc hardware cho phép truy cap tng dung thwong la bootloader. Bootloader
thuong cé mot s6 chirc nang nhw boot kernel, dumpfirmware, upload firmware, ...).

Phan Tich Hoan Canh Sv Kién 11/2019

Mot diéu kién can dé tim céc 16 hong trén thiét bi la ban can phai c6 phan sun hay con
firmware.
Cau hoi ban da biét bao nhiéu cach d€ dump firmware

« Lay firmware tir nha cung cap.

e Dump firmware tir cAc chwong trinh bootloader.

« Dump firmware truc tiép ti cac chip nhé thong qua cac giao thic 12C, SPI.
e L4y img dung firmware tir cdc 16 hong co ban nhw LFI, Command, ....

e Dump firmware tir cong cu debug nhu JTAG, SWD, ...

Phan Tich Dump Firmware

Cach lay firmware Trang Thai

Firmware da bi méa hoé va khong thé 1ay duoc Uing
dung dé tim 16 hong

Dump firmware tir cac truwong trinh  Céac tinh nang dump firmware hoac bypass get root

Lay firmware tir nha cung cap

bootloader (Uboot) déu da duoc fix
Lay ing dung thong qua céc 16 héng Khong cé phét hién duoc nhimg 16 héng web hoéc 16
co ban héng dac biét khéac

Hikvision st dung chip dwoc phéi hop nha cung cép
khac va da xoa cac thong tin va khong xac dinh duoc
tén fccid chip dan tdi viéc khéng xéc dinh duoc céc co
ton tai debug va néu co thi & cho nao

Dummp Firmware truc tiép tir cic  Viéc dump firmware la hoan toan dwoc thiét bi st
giao thic SPI, I12C dung flash roi

Dumpfirmware tur cac cong cu debug

Thir Cac Gia Pinh

« Trong Uboot cé tinh nang run mdt subsystem (yéu cau biét build version dé co thé tao
dk subsystem) do khong biét nén minh tir mot s6 subsystem nhung déu that bai.

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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APP:

ing [

: mount app failed!

¢ TFTP from Sery
INFO][MIN]TFTP: er 192.168.1.11

INFO][MIN]TFTP:
INFO][MIN]TFTP:
INFO][MIN]BURN:
INFO][MIN]BURN:
INFO][MIN]BURN:

ERROR][MIN]BURN:
ERROR][MIN]BURN:
ERROR][MIN]BURN:
ERROR] [MIN]BURN:
wWrite_file:write:

[ERROR][MIN]BURN:

[ERROR ] [MIN]BURN:

[ERROR ] [MIN]BURN:

[ERROR] [MIN]BURN:

[ERROR][MIN]BURN:

Filename: 'digicap.dav’
############################
Download File [OK]

File size is 22805378
Writing Flash T e

###########################

write return 28672 bytes

up%;ade_ftle:write fatleé

Write return 1966080 bytes

update_flash:upgrade fgle Fooggoiil

uN:tspace left on device
fite return -1 bytes, sh

upgrade_file:write failedOUId o - o

write return @ bytes, sh
update_flash:upgrade:ftI:UId T o7589 bytes

upgrade_from_digicap fatleédaV/IEﬂle'tar'gz o

should be 32768 bytes

5797589 bytes
/dav_sec/IEftle.tar.gz err

HWrite Flash

11111 UPDATE [FAIL] error: write flash.

FAIL 11111
The system {
Sent SIGTERM
Sent SIGKILL
Requesting sy

S going down NOW!
to all processes
to all processes
stem reboot

e minh c6 tim kiém dwoc mot s6 password default dé truy cp ssh va qua boot
serialroot/hiklinux or root/your admin password, root/12345
admin/12345 and oddly, in Hikvision CN firmware root/duhao
ToCOv8qxP13qgs:hiklinuxKét qua cling la that bai.

 minh c¢6 tim dwoc mot s6 cach bypass vao root bang cach st d6i bién méi truong vao
phia cudéi bootargs vi du nhw bootargs=init=/bin/sh. Lo nay da duoc fix va
khong thé stra doi thong qua serial. (Cac ban gim céi nay ty nita sé st dung t6i & phan
ké tiép).

--> Mot lan nita lai that bai

e minh tim dwoc mot s tool decrypt mot phan firmware dugc st dung dé thay doi ngoén
ngit nhung nd khong ho trg cho firmware cia minh hikpack.

e minh ra céc 16 hong web trén céng website nhung khong cé két qua gi.

Dau d6 da mot thang tréi qua va bao cdo bang miéng cta minh c6 rat nhiéu chit nhung.
Két Luan
« minh sé tan dung viéc read, write truc tiép tir flash thong qua giao tiép phan cing SPI.

« Chinh stra bién moi truong.
e M6t thong tin hitu ich thu thap duwoc la thong tin partition trén flash.

[ 1.612980] nand: Winbond W25NO1GV

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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[ 1.616460] nand: 128MiB, SLC, page size: 2048
[ 1.620901] Nand(Auto): 00B:64B ECC:4bit/512
[ 1.625111] nand: ECC provided by Flash Memory Controller
[ 1.630824] Creating 14 MTD partitions on "hinand":
[ 1.635761] Ox000000000000-0x000000100000 : "bld"
[ 1.642993] 0x000000100000-0x000000180000 : "env"
[ 1.649935] 0x000000180000-0x000000200000 : "enc"
[ 1.657018] 0x000000200000-0x000000280000 : "sysflg"
[ 1.664148] 0x000000280000-0x000000380000 : "dpt"
[ 1.671242] 0x000000380000-0x000000b80000 : "rcvy"
[ 1.681896] 0x000000b8OCOO-OxO000001380000 : "sysO"
[ 1.692478] 0x000001380000-0x000001b8000O : "sysl"
[ 1.703118] 0x000001b80OOCOO-OxO000003d80000 : "appO"
[ 1.727432] 0x000003d80000-0x000005f80000 : "appl"
[ 1.752781] 0x000005f80000-0x000006580000 : "cfgO"
[ 1.764507] 0x000006580000-0x000006b80000 : "cfgl"
[ 1.775091] 0x000006b800O0O0-0x000007780000 : "syslog"
[ 1.788864] 0x000007780000-0x000007f80000 : "resv"
e Y Tudng

o Ghi dé phan vung env voi /bin/sh dé cd thé truy cap System OS.
o Reverse Bootloader bld dé tim secret key dé decrypt Firmware.

SPI Flash

Tén FCCID flash minh la : W25N01GV theo thong tin gg dwoc la CHIP Flash giao tiép theo
chuén SPI va minh biét c¢6 céng tu dump firmware la flashrom.
Lic nay minh sé tim hiéu vé giao thirc SPI vé nguyén ly va cach dau noi.

Nguyén ly SPI va Cach Pau Noi Chan

Ban tham khao thong tin nguyén ly va cach dau noi day nhé

Mazter to Slave

MASTER SLAVE
SCK - SCH
MOSI - MO S1
MISO - MISO
25 35

Slave to Master

Clock from

Master i '
012348867 012348867

MOoSsI | |II||

Savein 411001010 E :
Ox53 = ASCI 8" i ]

MISO || . IlI

Mastar-ln 1 H i

Slave-Out 01100010

ss

-

ASCI'F

LinhKienT

May.Com

Falo: 03BA3TTLI.

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Ra Chan CHIP Flash

e Viéc tiép theo minh can phai ra chan bao gom: SCK, MOSI, MISO,SS
Vi chip st dung chan ngam nén viéc injection la hoi tén sttc st dung day mong.

S e "n'-"' e
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e Thuc hién két noi SPI véi thiét bi PI3
Mach dinh PI disable SPI can vao raspi-config enable SPI protocol.

Flashrom

o Cai dat flashrom xem hudéng dan tai day

« Néu ban khong biét tén chip flash cia minh cung cu sé tw dong detect bang viéc
lay Manufacturer Idthong qua SPI roiso khdp trong CSDL cua flashrom.

e St dung command sau dé hiéu hon
Flashrom —p linux spi:dev=/dev/spidev0.0,spispeed=[speed] [k|m] -V

 Lai mot 1an nira rat tiéc cong cu chwa ho trg flash ctia minh Winbond W25NO1GV.
Cong cu duoc tich hop st dung vao thiét bi Attify Badge voi gia 44$.

e Ban c6 thé kiém tra cac loai flash ma flashrom hé tro.

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723


https://flashrom.org/Downloads
https://www.attify-store.com/collections/embedded-security-research/products/attify-badge-uart-jtag-spi-i2c
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@ Supported hardware - flashrom = %
< C & flashrom.org/Supported_hardware

| @ #pcb-design @ @ RMSsgdbTutorish @ whoistool linux - T, @Y Udacity
1881 S25WP256
881 S20GL0G4E
1581 S20GLOG4HIL
1581 S20GL0G4T
1881 S20GL12BHL
Intel 25F15053368
Intel 25F160523T8
Intel 25F32052388
Intel 25F320833T8
Intel 25FE4053388
Intel 25FE40523T8
Intel 2BFO01BNEX-B
Intel 2BFO01BN/BX-T
Intel 28F00ZBC/BLEBVIEX-T
Intel 28F004BSEBEBVIEX-B
Intel 2BFD04BSBEBVIBX-T
Intel 2BFO0BSVSNEC
Intel 28F400BVIEX/CEICV-B
Intel 28F400BVEXICEICV-T
Intel 82802AB
Intel 82802AC
Macronix MZ3IL12854
Macronix MOCZIL 1654
Macronix MX23L3254
Macronix MZILBAS4
Macronix M25L1005(CIMX25L 1006E
Macronix MO(Z5L128050
Macronix MX25L12835F MX25L 12845E/MX 251 1 2865E
Macronix M25L1605
Macronix MXZ5L1605AMSL 160GEND2SL 1608E
Macronix MXZ5L 16050251 1608DMMX25L1673E
Macronix MX25L16350
Macronix MX25L 18356
Macronix MX25L2005 CIMX25L2006E

Cau Tao Flash

5

-]
¥ G @ D D0 Y@
W MIT News Press Ce.. @ [ Toanwnsking'sblog.. & @ @ ringzedd CTF - lail E.. - Other bookmarks | [E] Reading lst
32768 SPI ---- 1850 1950 SYMEMUSIMOSEIVIIEI (5 V29U 310041 22N,
8192 Parallel 7| 2 2700 3800 ' TMS20F002RE 360 |
8192 Parallel |2 13| 1% 13 2700 3600 L TMS20F002RT 2561
s19z Parale| 2 | 7 | 2 | 2 2700 3600 |V¥MDOND W25P16 2048 ¢
16304 Faralled| 2 | 9 |3 % 2700 3600 |¥NDONG W25P32 4096 *
2048 SPI 2 [ 2 [ 2 | 2 27003800 |00 W25P80 1024 ¢
2045 SPI 72| 2] 72 2700 3,600 |Ebond Wasazav B384 ¢
4096 SPI 2 2 2 7 27003600 ["n0ond W2SQZE VM 6384 ¢
4096 SPI 2 9 2 9 27003800 |MEONE W250128'W 6384
8192 SPI 2 [ 2 2 | 2 27003800 [P0 W250128.JW.DTR 6384 ¢
8192 SPI 2 [ 2 % [ 2 27003600 ["EboNC W25016.V 2048 ¢
28Paaled 7 7 7 7 45005500 |NMbend W25016W 2048 ¢
128 Parallel ---- 4500 5.500 |"¥Pond wasazow 256 ¢
256 Parallel -- [inzond W250256.V o760 ¢
512 Paraliel| 2 BEE7 o [mbond W2502560V_M o7 «
St2Paralél 7 7 7 7 7 7 ["mbond W25Q256. W 2768 |
St2Paratiel 7 |7 | 2 7 2 o [Mnoond W250256/W_DTR 2758 §
sureore I G ED |2 [ w2s032v 4006 ¢
stzParaiel 7 [ 2 (2 3 2 o [Winbond w2saw 4096 ¢
s12 P [ R NG JGRA 000 3 600 |20 w2540V 5124
tarwy [ORIIBR] 2 2 30003800 [0 W250408W 5121
16384 SPI 2 2 A A 3000 3600 [EONd W25CH0EW 5121
2048 SPI 20 5 A A 3.000 3 600 |Vmbond W2505120V 5536 ¢
awese  [JORNIBRN rva wa 3000 3600 PPN W25064V 8152 1
stezse  [JERHIBRN oA wa 3000 3600 PO W25064 W 8182 ¢
128 SPI -- 68 2700 3.600 Winbond W250840W 8102 ¢
15384 5P 5 N ] 2 700 2 50 |0 W25080.V 10241
16384 SPI ---- 2700 3.600 |"1IBONC W25Q808W 1024 1
2003 51 [ RO NG JGRA 2 700 3 00 |0 W25Q80EW 1024 ¢
2ois s | [ NG 6 2 700 2 600 [P 2505 B4
204a 51 [ R RGN JGR 2 700 3 600 [P0 W2sx10 1281
0488F | 2| 2 2 | 2 27003800 |00 WasK16 2048 ¢
aussel [0 020 00 12 2700 3 800 |YP0Nd w20 LinhKienThaoMay Com
255 sp | I IS G 2 700 3 6op L2000 _— Zalo: (GRREAHGR |

Bai viét thuc hién trén flash W25NO1GV 128M c6 datasheet
Céc ban ciing c6 thé thuc hanh va 4p dung twong tw véi nhimg loai flash khéc.

So do6 PAD WSON 8x6-mm

Top View

/CS

DO (10,) [

WP (10,) |

GND |

. =

1 8 L

VCC
JHOLD (10,)
CLK

DI (10,)
LinhKienThaoMay Com
‘Falo: 0389837723

Kién Triac Flash Memory va Address

B0 nh¢ Flash W25N01GV chia lam céac don vi nho nhw pages, blocks.

« 1024 Blocks: Moi Block c6 64 pages.

* 65,536 Pages:

o Moi Pages c6 2048 byte

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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o Moi page c6 thém 64 byte SpareArea
 Tong dung luong: 65536 * 2KB = 128M

2,112 Bytes
Column Address CA[11:0]
s
Va Y
/“ j
Data Buffer (2,048 Byte) Byte
B
5 =
. 8,8
Main Array 203
[= ) (2]
g
7] D-? >
28 ¢
52
S
Block (64 Pages, 64 X 2KB) %ié‘
LinhKienThaoMay. Com
A __MJMEQQE?TM

 Cau tao Page
o 4 sector moi sector la 512 byte
o 4 spare moi space la 16 byte va dai dién cho 4 sector. ECC duoc xay dung trén
thuét toan dé bao toan tinh toan ven cua céc sector. Trong qud trinh doc ghi dir
liéu, ECC engine sé xac minh data doc ghi thong qua céc bit trang thai ECC

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Main Memory Array (2,048-Byte)
ECC Protected Spare Area (64-Byte)
A A
r AN 3
Si:'at Sector0 Sector1 Sector 2 Sector 3 Spare 0 Spare 1 Spare 2 Spare 3
21 1"‘2°E re )| 512-Byte 512-Byte 512-Byte 512-Byte 16-Byte | 16-Byte | 16-Byte | 16-Byte
Column =T e
000h - 1FFh  200h - 3FFh  400h — 5FFh __608h~=7FFh 800h -- 80Fh 810h ~~81Fh.820h — 82Fh B30h - B3Fh
Address et S
£ e
Byte Bad Block| User Data User Data ECC for ECC for
Definition | Marker 1 | Sector 0 Spare
Byte
0 1 2 3 4 5 5 7 8 8 A B C D E F
Address \\ JJ \\ _)l
N Nt
No ECC ECC E?&joﬂrﬂhﬁnﬂ_cm
Protection Protected Byte 4 tcx 37723

Manufacturer ID va Device Identification

Céc héang sé phén loai véi nhau bang Manufacturer ID. Cac chip cung mot hdng phan loai
voi nhau bang Device ID.

MANUFACTURER ID (MF7 - MFO0)

Winbond Serial Flash EFh

Device ID (ID15 - 1ID0)

W25N01GV AA21h LinhRienThaoMay.Com

Falo: 03B003TT23

Bang Tap Lénh (Instrution Set Table)

Moi hang sé quy dinh céc tap 1énh riéng déi voi thiét bi.

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Commands OpCode Byte2 Byte3 Byted ByteS Byte6 Byte7 Byte8 Byte9
Device RESET FFh
JEDEC ID 9Fh Dummy EFh AAh 21h
Read Status Register OFh [ 05h SR Addr 570 S7-0 S7-0 Sro S7-0 S7-0 S7-0
Write Status Register 1Fh/01h SR Addr S7-0
Write Enable 06h
Write Disable 04h
BB Management
(Swap Blacks) Aih LBA LBA PBA PBA
Read BBM LUT A5h Dummy LBAO LBAO EBAO EBAQ LBA1 LBA1 PBA1
Last ECC failure
Page Address ASh Dummy PA15-8 PA7-0
Block Erase D8h Dummy PA15-8 PAT-0
Program Data Load 02h CA158 CA7-0 Data-0 Data-1 Data-2 Data-3 Data-4 Data-5
(Reset Buffer)
Random Program
Data Load 84h CA15-8 CAT-0 Data-0 Data-1 Data-2 Data-3 Data-4 Data-5
Quad Program g : i . y
Data Load (Reset Buffer) 32h CA158 CAT-0 Data-0/4 Data-1/ 4 Data-2/4 Data-3 / 4 Data-4 / 4 Data-5/4
Feandom Ciuad Program 34h CA158 CAT-0 Data-0/4 | Data-1/4 | Data-2/4 | Data-3/4 | Data-4/4 | Data-5/4
Data Load
Program Execute 10h Dummy PA15-8 PAT7-0
Page Data Read 13h Dummy PA15-8 PAT-0
Read 03h CA15-8 CAT-0 Dummy D7-0 D7-0 D7-0 D7-0 D7-0
Fast Read 0Bh CA15-8 CAT-0 Dummy D7-0 D7-0 D7-0 D7-0 “ﬂﬁ‘:ﬂmm
— = T L}

Read JEDEC ID (0x9F) Example
Céc ban can xac dinh 2 tham s6: command va d¢ dai Response

e Command: 0x9F
e BUF length: 2 Byte

Dé gui dit liéu qua SPI

Chan CS thiét lap trang thai low

Chéan ID gui di dit liéu 0x9F dudi dang bit
Chan DO nhan 2 byte Device ID duéi dang bit
CLK dong b véi xung cta céc bit

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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/ICS \ /
..Mode3s 7 B yooMode3
CLK  Modeo | _____J_I_I_I_ ______ Mode 0
. 8 Dummy
}+ Instruction Clocks ™
0y XN/ o)
Mfr. ID - DeviceID ———»
. Y Y
DO High Impedance e N e N
09 CBm X s X ——
* = MSB
LinhFienThaoMay.Com
Ealo: 0369337723

Ly thuyét l1a vay hién tai da c6 thw vién ho tro hét roi rat don gian véi wringPi. Truy cép
trang web dé hiéu hon cédc ham API h6 trg SPI trén PI.

/*

Run command d[] load dirver va c[Jp phat bd dém 1é&n hon 4KB n[u c[]n
gpio load spi

gpio load spi 100

*/

#include <wiringPiSPI.h>

int main(){
char buf[3];
wiringPiSPISetup (0, 10000000); // Theo datashet dat duoc 50MB/s

buf[0] = Ox9F // 2 byte con lai d] ch&ta device ID
wiringPiSPIDataRW(@, buf, 3);

printf("Device ID: %X %X", buf[1l], buf[2]);
return 0;

}

Rasberry c6 2 kénh SPI /dev/spidev0.0 and /dev/spidev0.1 tham khao céc pin tai
trang pinout.xyz

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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@ pincutxyz/pinout/spi = ’,- % @

@ @ RMIsgdbTutorisb @ whoss toollinux - Ti. @ Udacity M MIT News PressCe.. @ [ Toanwnakingsblog.. & @ @ ringzerdCTF- Jail .. [T) BiMét Todn Hoc-.. & Caesar Cigher - Shi... »

Raspberry Pi SvPower SDIO  JTAG
Pinout

W3Power UART DPlI PCM 1-WIRE WiringPi
GPCLK Ground 12C PWM SPI

V3 Power 5v Power Browse pinouts for HATs, pHATs and add-ons »

5v Power

gl SPI - Serial Peripheral Interface

GP 5 (UART RX)

GPIO 18 s#1 ceos SPI0 pins are GPIO 7, 8,9, 10, 11
e SPI1 pins are GPIO 16, 17, 18, 19, 20, 21

GPIO 24

Known as the four-wire serial bus, SP| lets you attach multiple compatible

GPIO 10 [ . : - - 7 : -
SFRHOS) devices to a single set of pins by assigning them different chip-select pins.

GPIO 9 ispio Miso) GPIO 25
GPIO 11 jzei0 500Ky £ GPIO 8 (zPw ceny

GPIO 7 sPwcen By default the Pi allows you to use SPI0 with chip select pins on CEO on GPIO
GPIO 1 eerrom SCL) 8 and CE1 on GPIO 7.

To talk to an SPI device, you assert its corresponding chip-select pin.

You can enable SPI1 with a dtoverlay configured in "/boot/config.txt”, for
axample:

GPIO 12 pwwn)
GPIO 13 pwm1)
GPIO 19 isp1 miso)

O 38 GPIO 20 e mosi

0 . 7
LB el For full details of the SP| dtoverlays (and others) see the Raspbemy B . e

- dtoverlay README Zalo: 038037723

 Ngoai ra Flash c6 vai tinh ndng quan 1y nhw danh dau céac page 10i thong qua table
BBM LUT

Legend

Két Qua

TRUNG TAM SUA CHUA DIEN TU QUANG BINH

MR. XO - 0901.679.359 - 80 V6 Thi Sau, Phwong Quang Thuan, tx Ba Pén, tinh
Quang Binh

I fow» TRUNG TAM SUA CHUA DIEN TU
& XO NGUYEN
- Dich vy it chita dién b ai nha
&ny Uik fign diéntic
glr{@hmqygﬁuénmﬂkgzzglﬁh
tinhQuing Bink - 0901.679.359

Str dung céac tap lénh minh dump dwoc flash HIK Winbond W25.flash. Kha vui
mung strings HIK Winbond W25.flash | grep key ra dugc mot s6 két qua tich cuc

o°

s,%d: Hmac key initial failed!

%Ss,%d: hash 1 key pad and message start failed!

s,%d: hash i key pad and message update failed!

s,%d: Hash Final i key pad+message failure, ret=%d
,%d: Hash Init o key pad+hash sum 1 failure, ret=%d
%s,%d: Hash Update o key pad failure, ret=%d

%S,%d: Hash Final o _key pad+hash sum 1 failure, ret=%d

o

o

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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%S,%d: RSA padding mode error, mode = 0x%x. public key encryption
operation, the block type shall be 02.

%s,%d: For a private key decryption operation, the block type shall be
02.

%s,%d: key is null.

%s,%d: For a private- key encryption operation, the block type shall
be 00 or OL.

%s,%d: For a public key decryption operation, the block type shall be
00 or 01

Hién céc ban trong phan tiép theo

Cac bai viét tuong tu:

. [Phén 2] St dung coéng cu Binwalk dé phéan tich Firmware

. acnos SK419HDMI - bac cé firmware v3.5 khong.cho e xin voi
. Chia sé Firmware Tram han (mé han c6 bo diéu khién nhiét do)

1
2
3
4. Dich ngugc camera yoosee xem c0 gi =))
5. Extract Firmware thiét bi TP-Link
6
7
8
9

. Huéng dan dump firmware ESP8266, ESP32 v&i UART

. Hu6ng dan Flash firmware Tasmota cho SONOFF mot cach don gian nhat
. Mach nap ST-Link V2 mini ban clone, 16 tay nang cap firmware
. Mdy chich cd - C6 ban nao trong dién dan pro mdy chich cd ko chi minh végi , hém
trude minh thay 1mdy chich cd dung so b688 nhung cé mach dao dong dung 2con d880
vGi mdy con dién tré va tu nia ban nao biét mach nay thi chi minh véi
10. Néang cdp bo nhé Flash cho TL-WR841N v8
11. Th bruteforce camera China va céi két :D
12. toi co may in canon2900 khi ket noi may tinh thi bao co nhan USnhung khong ket noi
dc voi may in va may tinh khong tim dc thiet bi B nhung khong ket noi dc voi may in va
may tinh khong tim dc thiet bi - toi co may in canon2900 khi ket noi may tinh thi bao
co nhan USnhung khong ket noi dc voi may in va may tinh khong tim dc thiet bi B
nhung khong ket noi dc voi may in va may tinh khong tim dc thiet bi
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