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PAY LA MOT BAI VIET DAI KE VE QUA TRINH MINH TiM DRM Key..

Nhuw bai trude minh cé giéi thiéu qua vé con Box cua FPT chay Linux thuan tuy...
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Bai viét nay minh sé c6 gang noéi that ngan gon vé DRM key cta con Box nay. Vay DRM
key la gi va ching cé tac dung gi trong thiét bi giai tri??

Minh xin nhéc lai chut vé tir khoéa DRM key cho mot vai ban hiéu (minh cling tim hi€u trén
mang va tha vé blog nay thoi...ding qua khich khi minh néi sai nhé, hdy comment lai cho
minh biét.)

DRM key la sao va tac dung cua chung trong thiét bi giai tri???

DRM key la tlir duoc viét tat cua Digital Rights Management Key (cong nghé quan 1y ban
quyén s0). DRM Kkey can thiét cho viéc thyc hién mot s6 ching nang nhat dinh ma nha san
xuat muon quan ly, cu thé & trén Box nay thi DRM key c6 tac dung rat quan trong trong
viéc phat Video/Audio chét lwong cao qua cong HDMI (ban quyén ma).

DRM key thuong thi né la mot méa so riéng biét, nghia la moi mot thiét bi thi sé c6 DRM
key tuong Gmg, viéc nay nham quan ly chat ché van dé ban quyén s6. Thong thuong DRM
key n6 sé nam & phan vung bootloader do vay phai that sy hw nang lam nhw sét danh, chéy
n6 moi mat cdi DRM key nay. (bootloader 1a mot doan mé duwoc thuc thi trudc khi hé diéu
hanh bat dau

chay va né cho phép nha san xuét thiét bi quyét dinh nhiing tinh nang nao

nguoi st dung duoc phép dung hodc bi han ché.)

Mat DRM Kkey diéu gi sé xay ra.. cac thiét bi khac thi minh khong ré nhung véi Box néu nhu
mat DRM key thi viéc xuat hinh anh, &m thanh ch4t luong cao qua cong HDMI hay quang
sé = 0,,, N6i tom lai la Box sé& van chay va man hinh sé den thui. Viéc nay nham ngan chan
khi mét ai d6 c6 gang can thiép vao phan cing dé lam mét diéu gi d6 ma nha san xuat
khong mong muon.

Néi dai dong vay thoi, gio di vao viéc chinh.

Minh ¢6 1 con Box st dung mang FPT sau nay do hét han hop dong nén Box né trd thanh
cuc chan gidy ding nghia, cam nguén van lén nhung khéng thé lam gi duoc vi né dung
mang ctua FPT. Sau mot thoi gian minh tim huéng di dé st dung duwoc Box nay thi phat hién
thém 1 van dé la tat ca cac cach thic truy cap vao con Box nay déu bi vo hiéu héa va kém
theo 1a c6 mat khau bao vé.

Minh cling thr ting do méat kh&u bang cdch nhap vao nhiimg chudi ky tw ma nguoi ta hay dat
pass nhung tat ca déu khong thanh cong.

Sau d6 minh search Google thi minh thdy chip Sigma nay né duoc nhiéu hang st dung. Va
cu thé & day minh cé thay 1 hang dé 1a Dune. Tim hiéu mot hoi minh tim ra céch truy cap
vao Bootloader cua Box va may mo trong do,, va cling tur day thi Box dong nghia véi viéc teo
khi boot khong duoc nira.

Kinh nghiém cho minh biét la n6 da bi 16i gi d6 trong con Flash ma minh hay goi tat la 16i
ROM.

Giai quyeét van de.

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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V6i nhiing con bi 16i ROM thi thuong céch gidi quyét nhanh gon nhe nhit ma dan ky thuét
hay lam la nap ROM. Nap ROM la ¢i?? D6 la phuong phép dé lam sao cho mdy tré vé nhu lic
ban dau, thuong thi minh cé cac nut Reset trén céc thiét bi nhung véi mot vai thiét bi dac
biét thi hang san xudt ho lai khong thiét ké nut nay,,, Phuong phép nap ROM da s6 déu lam
cho thiét bi chay lai thanh cong va céc 10i lién quan téi phan mém déu duoc fix hét. mot vai
truong hop van khong hét bénh thi c6 nghia la roi vao phan cting... lic nay thi khong phai
lién quan téi ROM nita ma né c6 thé lién quan téi RAM, Vi xtr 1y, céc IC giao tiép hay cap
nguon.

Tién hanh nap ROM

Dé tién hanh nap ROM cho mdt thiét bi dang bi 16i ph4n mém thi minh cé nhiéu budc thuc
hién.

e Stir dung may nap ROM chuyén dung

e S dung thao t4c 1énh console théng qua cdc céng giao ti€p trén board thiét bi.
Thuong thi da so thiét bi sé cung cdp céng Console nay,, cong nay dan ky thuat thuong
hay goi la cong néi tiép hay la cong RS232...

« Str dung thao tac 1énh Console thong qua cong giao tiép dac biét JTAG. JTAG duoc lam
ra d€ dung cho viéc test PCB la chu yéu, nhung théng qua cong nay minh c6 ciing cé
thé nap dwoc ROM hay debug phan mém.

Bai viét nay minh sé st dung may nap ROM chuyén dung, nhé méi quan hé véi anh em k§
thuat ma minh mwon dwoc mot bo nap ROM dang chan TSOPxx.

Budc dau tién thudc diéu kién bat budc phai c6 la c6 mot source tot, cd nghia la c6 1 céi
Box dang chay OK. Minh c¢ lién hé trong nhém thi c6 1 anh nha dang dung con nay va minh
c6 xin nho anh d6 dump file ROM h¢ minh va anh OK.

Sau khi c6 ROM ok minh tién hanh Backup ROM cii truéc roi nap vao va,,,,cam nguon thi thi
¢6 boot binh thuong, hién logo FPT nhung sau d6 thi khong con hién tuwong gi xay ra nira,
hinh anh, 4m thanh déu khong cé,,, trong khi d6 man hinh HDMI van béo co tin hiéu. == >
van c6 tin hiéu c6 nghia la box d& boot OK nhung c6 van dé gi dé6 ma khong hién hinh duoc.
Tién hanh tim kiém thong tin thi trén mang cé mot san pham khéc hang c6 cau tric phan
cing tuong doéng la Dune TV102, tim kiém thong tin vé san phd&m nay thi thu duoc két qua
c6 file log ctia loai san pham nay, tim thém chat nita thi thdy né c6 céng giao ti€p RS232.

Tién hanh ra sodt trén board Box dé tim céng Console thi phat hién ra cé 2 viing socket dé
trong, két hop kinh nghiém thi x4c dinh duoc J2 la cong Console.

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Tlen hanh log Vao th1 chlnh x4c 1a la day la cong Console va file log nhw dudi: (file log rat dai
nén m1nh chi post ctia s6 ctia néd dang chay.)
Tinh co mlnh di cho Nhat tdo thay ho béan ve chai con nay c6 70k nén hot Ve mot con va that

bat ngo la né chay OK... chic do hét han hop dong truyén hinh nhw minh nén ho boé.
Quay lai van de.

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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T COME - Tera Term VT - O >
File Edit Setup Control Window Help

Minh thtr Log vao con méi va save lai file log sau d6 minh dem 2 file nay ra so sénh.

Dé y thi thay file nay n6 chay téi cudi ludn va so sanh véi Box OK thi hoan toan giong nhau.
Nhu vay van dé nam & dau???

Ra soét lai 1an nira thi ta thay ngay gan doan dau tién khi boot thi cé s khéc biét:

Processing files in ROMFS...

ROMFS found at exexel1348888, Volume name = DRMKEYS

Found 2 file(s) to be processed in ROMFS.

Processing hdcpkeys 1865 554275528fa819ad4f2acef662dd23879.8276.x1load3 (start: 8x81848ba8, size:
EBxB8B88889c])

xloading... ga=8x81848bao

%053 error while doing DRM key xload! |

Processing iptokend 88888239 SMPE67S5EPE 2814-12-16.554275528fa819%a4f2ac8f662dd23879.82ac.x1load3
(start: Bx013488d6, size: Bx0BOEBaT78)

xloading... ga=8x818480d8

|xos3 error while doing DRM key xIoad'] LinhFienThaoMay. Com
Checking ftor HDCP key... no z.hdcp_key offset found in ZXENV Zalo: 0360337723

Twr khéa DRM key véi Google thi minh dwoc nhiéu théng tin thu vi lién quan téi cac thiét bi
phat nguén HD, cu thé & day la véi box. Theo nhu mo ta tir google thi DRM key thuong duoc
di kém voéi thiét bi HD dé chéng tinh trang sao chép nguén HD, cu thé thi vi nhw 1a phat tan
phim ldu. Mot ng6i nha duoc vi nhw 1a Box va chi khéa nha thi n6 di nhién la giong nhw méat
khéau ra vao ngoi nha dé roi,, hehe, DRM key nd sé giong nhw cai quyén thué nha vay,,, ban
chi duoc quyén séng trong can nha dé nhung khong cho phép mang do vat gi ra ngoai. Quay
trd lai van dé vé cai 16i DRM key nay, nhu vay két ludn mot diéu la DRM key ¢ lién quan téi
hinh &nh trén man hinh HDMI khéng hién thi.

quai lai. Nhw vdy la sao!!! Tim lai chit thong tin trén mang van vé DMR key thi minh thu
them duoc chut thong tin la DRM key sé chi ngan viéc sao chép hinh anh video chat lwong
cao ra khoi thiét bi... lién twdng téi van dé clia Box thi ta c6 thé thdy la viéc cam cong HDMI
vao man hinh thi khong hién thi va néu cam céng AV thi hién thi binh thuong. nhw vay két
luan mot diéu 1a DRM key ngan khong cho Video va 4&m thanh chat luong cao xuédt qua cong
HDMI.

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Phan tich co ché kiém tra DRM key dé cho phép xuat hinh &nh ra c6ng HDMI.

Ra so4t va so sanh lai file log minh c6 them thong tin vé DRM key, cu thé 1a mot chudi ky tw
lién quan téi DMR key:
ROMFS found at Bxaxaisﬁlaaaa,go!ume name = '|5|-'tﬂRE?§t o
Found 2 file(s) to be proces T S J'
Processing E1dcpkeys_ia65_5542?5528-Fa81934-F23c8-F662dd238?9.82?6.xload3[(5tar1t: 6x01848bad, size:

8x800089c8) ‘-\
xloading... ga=8x81848bad e/,

®0s3 error while doing DRM key xload!
Processingriptokenﬂ paeee239 SMPEAT7SERE 2814-12-16.5542755281a819a4+2acB+662dd23879.62ac . x1oad3 l

(start: 6x@18488d6, size: BxBBEEBaTE)

xloading... ga=8x8184808d8 \

®0s3 error while doing DRM key xload!

Checking for HDCP key... no z.hdcp_key offset found in ZXENV um.@uaymm
hdcp key loading process failed. Zalg 03RI837T23

1. M6t phan vung c6 tén la DRM keys
2. Mot file ¢6 tén la hdcpkey.xxxxx
3. Mot file c6 tén la iptokey.xxx

Ca 2 file nay déu nam trong phén vung cé tén la DRM keys va déu lién quan t6i cum tir DRM
keys. nhw vay van dé ro rang nam ¢ 2 file nay.

Doc va so sanh giit 2 con Box nira thi ta lai phat hién mot di~éu la 2 file hdcpkey va iptoken c6
céc chuoi so khé.C nhau (10 con Box thi sé co 10 file co chuoi sO khéc nhau....). Nhu vay
minh doan la moi Box sé c6 file khac nhau va khong trung lan duoc. Téi day van dé gan sang
to roi.

M6t Box A c¢6 chuoi s6 hdcpkey va iptoken la AAA va mot Box B ¢ chuoi s6 hdcpkey va
iptoken la BBB. ~Né’u nhu copy source cta con B qua A thi bdo 16i.. ??? Box duw vao céi gi dé
phét hién ra chudi s6 cua 2 file nay khong hop 1é, 18y gi d€ so sanh 2 file nay??

Thir 1dy con ROM OK déng qua board bi 161 ROM thi van la vén dé DRM key nhu vay Box so
sénh 2 chuoi file nay véi mot chudi file nao d6 khéng phai nam trong néi dung con ROM dé
phat hién ra viéc can thiép phan cimg nham vuot qua co ché DRM cta héng.

Str dung mot chuong trinh Hex Editor dé doc source va tim kiém tir khéa DRM key lién
quan.
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Nhu vay minh cé them thong tin:

 -rom1fs-: day la ky tu nhén dang trong linux cho biét day la m6t phan ving
« DRM Kkeys: tén phan vung va ta ciing nhin thay la trong phéan vung nay cé chita mot

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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file hdcpkey.xxx. di chuyén xuéng offset dudi minh cling sé thdy moét file nira tén la
iptoken nira.

Thir thay déi tén cta 2 chudi nay thi khi chay sé bdo 16i khong tim thay 2 file nay...va man
hinh thi van den thui.

St dung Hex Editor tim t6i phan vung DRM Keys nay va lam theo cach thi cong la copy -
paste doan offset thay thé, do phan vung nay ta thu duoc két qua la offset chita phan vung
nay la c6 dinh déu cé dia chi bat dau tir 0x154000 va két thic la 0x15572F (chi y 1a ing
vOi moi loai NAND khéc nhau thi Offset khac nhau nhé). Sau khi thit copy-paste thi 6 0.. cudi
cung cling hién hinh.

Phan tich file ROM bang cong cu binwalk thi ta thu dugc két qua nhu hinh dudi.

TRUNG TAM SUA CHUA PIEN TU QUANG BINH

MR. XO - 0901.679.359 - 80 Vo Thi Sau, Phuong Quang Thuan, tx Ba Pén, tinh
Quang Binh
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e N - Dick v sia chia dign it nh
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Nhu vay la minh da hiéu so qua co ché cia DRM keys va cdch minh vuot qua nd. Thuc su thi
con rat nhiéu diéu thud vi dang sau cau chuyén nay ma minh khong ddm ké ra vi né sé lam
anh hudéng “miéng com” ctia mot s6 ngudi (minh da dwoc yéu cau g& bé mot vai ndi dung
lién quan t6i ban quyén).

Két thiic phan nay, phan t6i minh xin néi vé Cach sir dung binwalk dé phan tich ciing
nhw giai nén firmware

]

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Cac bai viét tuong tu:
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11.

12.

Céch thiét ké cac giai phdp nang lwong cho hé théng thong tin giai tri trén 6 t6 Cong
nghé bd diéu khién dién 4p cao
CAu Cong Tac Nguén Nokia 6300 - Nokia 6300 Power Key Solution

. dia cai win xp sp2 - khong co ma keyv ghi tren dia
. dau karaoke vietktv treo logo vietktv - em nhan cua khéch trong tinh trang treo logo

khoi dong .bdc nao c6 phwong an gidi quyét xin giup em v6i ,em chua bao gi¢ gap
truong hop nayv ,mang céc béac chi gido

. Giai phéap phan cting cho iphone 6 liét nut Home
. Lap top hp pavilion dm3 notebook pc - Lam on chi dum..may cua minh main van chay

quat van quay nhung khong len nam hinh.minh da thu cam cong VGA sang may khac
van k len man hinh .moi ng chi cho minh huong giai quyet nhe.cam on nhieu

. laptop - xin hdi béac pro v kién cho minh xai win8.1 lic cai dat phan mém virut ko sao

khi cai Dcom 3G lic dau chay binh thuong. minh thay phan mém virut khdéa key gé bo
xong khéi déng lai may bi 16i Dcom 3G n6 bao 16i ip gi d6

May giat deawoo 7.2 kg - B&m power kéu U u. Van xa md. Phao ko dc cap dién .e dem
tho thay triac xa vé .b4m chu h trinh gidt binh thwong nhung luot tha 2 lai bi nhw ci.
Dem ra tho lan 2 cling thay triac xa roi vé van vay. Riét tién stra bang tién mua bo
luon. Huhu .nho céc anh chi gido dé gidi quyét 1 1an duy nhét a

. may giat panasonic mono ctra trén ,model NA-F76VB6 - hién twong bat mdy bam start

thi van xé kéo ludén va bdo 16i h21 (em xin duwoc gitp d& cdch gidi quyét)

M& service monitor. - minh c¢6 dé nghi nay: céc thay nén bé sung phan mé service cho
monitor nhw trong phan tivi vy dé cho cdc ban tham khdo. Phan nay, minh nghi chac

nhiéu nqudi cling nhw minh rat can phan nay dé tri may con monitor ma khong phai
tra lai cho khéch.

Tivi TCL model TD 2127ARH, ic vi xtr li TCL-A1V01, ic gidi ma TB 1238AN, ic dm thanh
TDA7496 - Phan dai( dung cdp SCTV) hinh dep, nhung tiéng bi ré( em da déi hé DK

BG), em da thay ic ic gidi ma TB 1238AN, ic cong tac 4053, han lai mach, nhung van bi

re. Phan AV tiéng tot, nhung kh(”)n,g c6 hinh
XIN CHAO TAT CA AE TREN DIEN DPAN - minh ¢6 em HLV PRO 300 8 sO to hw 1 vé
tinh trang la 1 vé bi U nhw la chap so vay nhung ma so ko hw minh ¢6 lap tang céng

xuat ra do céc dién 4p 2 vé& 6n dinh nhung cdm so vao 1a U ro le van déng minh xin y
kién cua ae cho phwong én gidi quyét

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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