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M¢ dau

Gan day minh c6 lam mot project nghién cttru nho nho vé6i dé tai ngan goi lai la: Hack 3 con
camera. Thé nao lai bdo cdo dung thoi diém ca si nao d6 bi 16 hang néng vi camera bi hack (

“° 0% °). Thdy anh em cung phong hoi qua nén minh viét mot bai “demystify” 16i trén mdy con
cam cui vay.

Target 1.
Target dau tién la mot con camera cay nha 14 vuon dwoc minh “trung dung”. Nhé lai thi

ngay trudc mua vai con gan tai cra hang cua gia dinh. Trén camera khong cé bat ¢ thong
tin gi tr nha san xudt ngoai trir credential mac dinh.

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723



N S5\ ‘ah? ) . N
e iz@ : Thu bruteforce camera China va cai két :D | 2
LINH KIEN THAO MAY . COM

Recon.
Nmap scan thdy 3 port tcp: 23 - telnet, 80 - http, 9600 (?).

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Minh st dung 1 wordlist cdc password hay dung cua may con camera Trung Quéc
bruteforce thit telnet. Ra credential l1a root - 123456.

Do UPnP dugc tw dong bat, Shodan scan thay nhiéu thiét bi:

1,383

)
Viet Nam 249
United States 7
Iran, Islamic Republic of 68
Turkey 60
Australia 60
FPT Telecom Company 318
Viettel Group 110
Vietnam Posts and Telecommunicati... 46
Turk Telekom 24
Vivo LinhKienThaoMagom

Ealo: 0388837723

Confirm céc port mo:

Téi day thi minh tim céch 14y binary trén thiét bi, do busybox trén thiét bi ho tro tftp nén
cach dé nhat la setup server gti file vé.

Phan tich binary encoder.

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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4 file encoder
encoder: ELF 32-bit LSB executable, ARM, EABIS version 1 (SYSV), dynamically linked, i
nterpreter /lib/1d-, stripped
% checksec ./encoder
[*] ° encoder’
Arch: arm-32-little
RELRD: No RELRO
Stack: No canary found
NX: NX disabled
PIE: No PIE (0xB000) LinhKienThaoMay.Com
RWX: Has RWX segments falo: (380237723

Binary khoéng st dung céc co ché bao vé nao, néu tim dugc stack overflow kha nang cao sé
l1én duoc shell.

Tuy nhién véi target nay khéng can dén stack overflow, minh tim thay kha kha 16i cho phép
stt dung command injection v6i data tir web interface.

Chuc nang update binary.

Thiét bi st dung GoAhead webserver voi chitc nang riéng duoc implement qua CGI module.
Céc CGI module dugc compile truc ti€p vao binary, access bang céc link cé dudi .cgi va xéac
thuc st dung username va password admin trong request.

Riéng voi chitc nang update binary, update html, camera control va decoder control. Xac
thuc CGI bi bo qua.

vil = strstr(v4, "upgrade htmls.cgi"); [/ these cgis do not need auth
if ( strstr(v4, "upgrade firmware.cgi") )
cgis_val = 2;
else
cgis_val = vil = @;
if ( strstr(v4, "decoder control.cgi") )
cgis_val = 3;
if ( strstr(v4, "camera control.cgi") )
{
sub_158EC(v5);
cgis _val = 4;
¥
if ( (unsigned 1 nsigned  int8)auth level )
{
ABEL_16: | // CGI pointers

i - & P % y % y z sy iR " I:.in.hx.ia‘nTh._ac-Har.Com
vl3 = ((int (_ fastcall *)(char *, char *, signed int))dword DD6EB[11 * v9 + 9])(&s, v4, elowssmesiei);,

Firmware file duoc xt Iy bang nhiéu binary:

Write to /tmp/post1.bin Localhost:6666

Upgrade firmware.cgi ] [ Updatesys.sh ] [ sysdepack‘%J

Zalo: 0389937723

RE mot 1uc thi cé duoc cau truc update file info header.

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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firm_header_struct struc ;

dirname DCE 64 dup(?)

filename DCB 64 dup(?)

size DD ¢

version DD ¢

factory DCD ? ; X LinhKienThaoMay Com
firm_header struct ends Talo: 0362837723

Trong doan code parse update header tai sysdepack c6 16i command injection thuc thi 1énh
qua system.

printf("filename:%s\n", s.filename);
printf("size:%d\n", s.size);
printf("version:%d\n", s.wversion);
printf({"factory:%d\n", LOBYTE(s.factory));
v2 = strlen{s.filename);

printf{"filename len %d\n", v2);

if ( ls.filename[@] )

{

puts{"file name is null");

v8 = B;

break;
¥
memset{&command, @, @x80u);
sprintf(&command, "mkdir -p /%s", &sz); [/ mwkdir w dirname + filename if not null terminated
printf("cmd:%s\n", &command); LinhKienThaoMay Com
system({&command); Zalo: 0380437723

- Chi can set dirname + file name = 1énh la da c6 128 byte buffer cho command. Set size =
-1 dé thoat update function ma khong ghi dé firmware.

vbe = check size(s.size);
.I:

~ |l

i
1
printf("disk isn't space and update failed filename:%s\n", s.filename);
.':‘_'-‘: == —1;

b I"Eﬂkl; LinhFKienThaoMay.Com

Ealo: 03BAG3ITTAI

¥

C6 thé stir dung 16i nay dé thuc hién unauth RCE. Tuy nhién thiét bi reboot ngay sau khi chay
script update nén véi 16i nay khong lam gi dwoc nhiéu.

Chuc nang mail va ftp.

Minh ciing thay céc 16i injection twong tw trong chitc nang gui mail va ftp. Tuy nhién can
cung cap credential d€ dung 2 chitc nang cgi nay.

Test script duogc tao trong chitc nang testftp sau dé duoc thuc thi:

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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= fopen("/tmp/ftpupload.sh™, “wb"):
if{ vd)
{
memset(&s, @, @x80u);
strepy((char *)8&s, "/bin/ftp -n<<lin");
5 = strlen{{const char *}&s);
furite(&s, 1u, v5, vd);
memset(&s, 0, Ox80u);
sprintf({char *}&s, "open ¥s %d\n", &unk_16C218, word_16C32C);
= strlen{{const char *)&s);
furite(&s, 1u, vb, vd):
memset (&=, 8, Ox80u);
|sprintf({char *)}&s, "user ¥s ¥s\n", &dword_16(258, &dword 16C278);|
J = strien((const char T)&s); - -
furite(&s, 1u, v7, vd);
memset (&, 0, Ox806u);

strepy((char *)&s, "binary\n");
8 = strleal{const char *)}&s); LinhKienThaoMay.Com
furite(&s, 1u, v8, vd); Zalo: 0389337723

Chen 1énh trong chirc nang testmail qua dia chi mail trong bién v1, 1an nay cau lénh duoc
goi bang popen:

o
v2 = call_popen(“killall mailx™);
if { sub_45514(v2) )
return -1;
memset(&s, 0, 0x88u);
sprintf{&s, “"echo \"mail test ok\" | mailx -v -5 \"mail LinhKi€nTHacMay.Cdm
call_popen(&s); Zalo: 0360837723

Leak info.

D6i v6i céac request file khong c6 dudi .cgi. Doan code xt Iy authentication tom gon nhw sau:

if({!strstr{reguest, "loginuse") | lIstrstr{recquest, "loginpas"){
if(lstrstr(reguest, "us=r") | Istrstr(request, "pwd"}){
/ /DO RACCESS CONTROL
}
} LinhienThacMay.Com

return ; Talo: 03B0037723

Néu trong request ton tai cap “loginuse” + “loginpas” hoac “user” + “pwd” (khéng can
valid). Phan xac thuc hoan toan bi bo qua.

2 file dang chu y la:

- system.ini - chita config camera nhw cac tai khoan quan tri, tai khoan mail, ftp

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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00000300: 0000 0000 0000 0000 0000 QQQO0 QOO0 0OOO ................
00000310: 3139 322e 3136 382e 31Ze 3100 0000 000 192.168.1.1.....
00000320: 0000 0000 00GO QOO0 0000 OODO OOOO OO ................
000e0330: 0000 GO0 G000 G000 0000 GODO 0PEO EERE ................
00000340: 0000 0000 0000 0000 0000 0000 0000 OOOO ................

00000350: 1500 0000 6674 7075 7365 7200 0000 0000 ..., ftpuser.....
00000360: 0GGO GO0 G0GO 0000 0OOO DODO QOGO QB ................
00000370: 0000 0000 6674 7070 6173 7300 0000 0000 ...,ftppass.....
00000380: 0OOO 0000 COOO 0000 0000 OODO QOOD 0BOO .............c...
00000390: 0000 0000 200 0000 0000 0000 00O GO0 ..../...........

000003a0: 0000 0000 0000 0000 0080 0000 0000 0000 ................
00000610: 6775 6573 7400 0000 0000 0000 0000 0000 guest...........
00000620: 0000 0000 0000 0000 0000 0000 0000 000D ................
00000630: 3300 0000 0000 0000 0000 0000 0000 0000 3...............
00000640: 0000 0000 0000 0000 0000 0000 0000 OO0 ................
00000650: 7669 6577 0000 0000 0000 0000 0000 0000 view............
00000660: 0000 0000 0000 0000 0000 0000 0000 0000 ................
00000670: 3200 0000 0000 0000 0000 0000 0000 OO0 2...............
00000680: 0000 0000 0000 0000 0000 0000 0000 0000 ................
00000690: 6164 6d69 600 0000 0000 0000 0000 0000 admin...........
000006a0: 0000 0000 0000 0000 0000 0000 0000 0000 ....p..oo .. ...
000006b0: 3100 0000 0000 0000 0000 0000 0000 PPN 1. zslo:03Ee3MI23 . -

P O AP AU U P e™ S e ey

- network.ini - chtta ip, DNS config, tai khoan wifi

00000000: 3139 322e 3136 382e 302e 3232 3600 0000 192.168.0.226...
OBO0AR18: 3235 352e 3235 352e 3235 35Z2e 3000 0000 255.255.255.0...
00000020: 3139 322e 3136 382e 302e 3100 AOOO 0000 192.168.0.1.....
00000030: 382e 382e 382e 3800 0OOO 0OOO POEEO 0000 8.8.8.8.........
00000040: 3139 322e 3136 382e 302e 3100 OO0 0000 192.168.0.1.....
00000050: 0101 000 0000 5000 OO 0404 5749 4649 ...... P WIFI
00000060: 4341 4d31 3233 3400 0000 0000 0000 0000 CAM1234.........
00000070: 0000 0000 0000 0000 OOEE GOO0 BOOO G000 ................
00000080: 0000 OO0 0000 0000 OEEE GOOO BBBG G000 ................
00000090: 0000 OO0 0000 0000 OO0 G000 3031 3233 ......ooovws 0123
000000a0: 3435 3637 3839 0000 OOOO 0000 AOOG MOOO 456789..........
000000b0: 0000 0000 0000 0000 OO0 GO0 BGOOO OO0 ................
GOO00EcE: 0000 B0G6 0008 GO0 OREE GEOO ARAE 00O . ...............
000000d0: 0000 OO0 0000 0000 00O 0000 3139 3228 ............ 192,
GO0000ed: 3136 382e 3234 362e 3100 Q00 3235 352 168.246.1...255.
000000T0: 3235 352e 3235 352e 3000 0000 3139 322e 255.255.0...192.
0e000100: 3136 382e 3234 36Z2e 3200 OO0O 3139 322 168.246.2...192.
00000110: 3136 382e 3234 362e 3235 3000 0100 0004 168.246.250.....
GEOO0120: 0000 QOGG 0100 GEOE OEEE GAEOD OOEE ODAB . .......c.0..e.e..
00000130: 5450 2d4c 494e 4b5T 4545 3239 4336 0000 TP-LINK_EE20C6..
0e000140: 0000 OROG 0OOGG GEOO OEER GROO CEOG GO0 . .......... 0000,
00000150: 0000 GO0 00O GO 0000 GO0 OO0 0000 ................
00000160: 0000 000 0000 0000 OOOO 0000 OO OO0 ................
00000170: 3132 3300 0000 GOOO OOEO GOGO ABAO @000 123.............
00000180: 0000 0000 0000 0000 0OOO GOOO BOOO G000 ................
00000190: 0000 OO0 0000 GO0 OOEO GOOO AOOO GO0 ................
000001a0: 0000 0000 0000 G000 OOOG GO0 OOOO 0000 . LinkRiesThsoMay.Com.
000001b0: 0100 G060 i —

K&t hop 10i nay lay tai khoan admin véi 16i chén 1énh trong chitc nang mail hoac ftp =>
reliable unauthenticated RCE.

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Target 2.

Recon.

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Con camera nay minh mua trén shopee c6 tén carecam.

@ Két qua tim kiém cho tir khod ‘carecam’

Sap xép theo Lign Quan MG Nhat Gia v 1/3

EEATEY, Ncoc i 46

I CAMERANF IR FVLL
T WP EENG TN CU e

w

t'h'hamn RE VG Blc"l

TS0k .

(k&m phu kién théng minh Camera IP Wifi Camera Ngoal Trdi Xoay Comba 5 Camera IP Wifi

3 mén )camera ip wifi a CARECAM 18Y5 FHD L 360 B4 FULL HD 1080P. CARECAM 18Y5 FHD L.

i265.000 - ¢545.000 o £700.000 ¢379 00 ® 4850.000 - ¢1.230.00 iz 000000 41 750 000 4573000 548 100
B3 ban 11/thdng £a ban 6hang Ba ban 4ithang B4 ban 3thang £4 ban 1ithang
TP Hé Chi Min TP HO Chi Minh Ha M TP HO Chi Minh Binh Duong

Full I
1080}
\
3
e @ V|
3J,i = - L
- i KNG v »
CAMERA CARECAM CAMERA WIFI CARECAM CC6858 (Wil Camera IP app CAMERA WIFI IP
CC575W (Wifi 2MP CARECAM (Wifi 2MP 2MP | Human detect) CARECAM WIFI Thé H CARECAM CC560V: ngsenThaoay.can
1470 00 B850 O - a1 050 NN 4 TRO NN <404 NN 0] #/ 20 DNN e

Thiét bi st dung app cung tén dé diéu khién. Search mot hoi thi ra trang
chu: www.smartcloudcon.com

Port scan ra mot loat cac port, tlr telnet, http, https téi cac port la nhw 843, 1234, 1300...

Do con cam nay thiéu diu hiéu dac trung nén khé scan. Minh dung zmap scan dai cia VN
thdy 58 thiét bi. nhung false positive cling kha nhiéu.

vmware@ubuntu:~/F_D

Nhw con cam trwdc minh tht tim dwong vao qua telnet => khoéng bruteforce dwoc
credential.

Han day vao chan serial ctia thiét bi, minh l1ay dugc firmware qua uboot, cach lay theo
phuong phap nay ban doc co thé tham khéo tai
https://tradahacking.vn/cam9-ph%C3%ADa-sau-m%E1%BB%99t-c%C3%B4-g%C3%A1i-90e5
192554ec

Extract qua binwalk. Minh thay password telnet mac dinh trong file shadow trén thiét bi la

root - 123. Nhung sau khi bootscript chay. File /etc/shadow bi ghi de véi file /app/shadow -
root:z1YC93pV60I1QI:17771:0:99999:7:::.

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723


http://www.smartcloudcon.com/

2 o i

A v 47 ) . e

@* ﬁ Thu bruteforce camera China va cai két :D | 10
LINH KIEN THAO MAY . COM

Stra lai firmware xda file nay di => cudi cung ciing c6 shell.

List cac binary dang mé& cong trén camera:

Active Internet connections (only servers)

Proto Recv-0 Send-{) Local Address Foreign Address State PID/Program name
tcp -] P 0.8.0.0:6688 8.0.8.0;:* LISTEN 779/apollo
tep a 8 0.8.0.0:6930 9.0.8.0:* LISTEN 780/cld_upd
tcp @ 0 0.8.0.8:7530 0.0.8.9:% LISTEN 179/apollo
tcp a B 06.9.0,0:8554 8.0.8.0:* LISTEN 779/apollo
tep a B 0.8.0.8:843 B.0.8.0:* LISTEN 781/noodles
tcp @ B 0.8.0.0:80 0.8.8.0:¥ LISTEN 779/apolile
tep a B 8.9.0.0:1234 8.0.8.0:+ LISTEN 779/apollo
tcp @ B 0.6.0,8:1308 B.0.8.6:x LISTEN 781 /noodles
tcp 4] B B.8.08.0:23 8.8.8.9:* LISTEN B71/inetd
top L] B 8.8.0.0:443 B.8.8.0:* LISTEN 7797apollo
tcp @ 8 8.8.0.8:8699 B.8.8.0:* LISTEN 179/apollo
udp @ 8 B.8.0.8:57095 8.8.8.0:* 779/apollo
udp 8 0 0.9.0.0:83000 8.8.8.8: T79/apollo
udp @ B 0.8.0,.0:8002 8.68.8.8:* 779/apollo
udp a8 8 8.8.0.08:3762 B.8.8.8:* 779/apollo
udp 2] 0 8.9.0.8:6785 B.0.8.8:%

udp @ B 8.9.0.08:5012 B.8.8.0:*

udp @ B 0.8.0,.8:5564 9.0.8.0:*

Minh search thong tin vé céc binary thi tim dwoc series nay cta cac ban bén VNPT sec:
https://sec.vnpt.vn/2018/12/tan-man-ve-1-chiec-ip-camera-nao-do/

Hoéa ra con cam nay voi loai camera liveyes clone tlr 1 source ra. T6i day thi confirm lai bug
thoi.

RCE as a feature

Port 1300 dwoc binary noodles st dung, Chitc nang chinh cta binary nay la handle
download, upload file cling nhu thuc hién update firmware, cu thé:

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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switch ( 1 le )
{

case 1:
sub_ABS54();
SUB UMGRADE( nt , b ¥
sub_AB48();
break;

case 2:
SUB_BURNMAC(client " ¥;
break;

case 3:
SUB_ELFEXEC( n » er);
break;

case 4:
SUB_SYSTEM(client . finth r);
break;

case 5:
SUB_SYSTEMEX({clier s Lint)buffer);
break;

case b
SUB_DOWNLOAD( ¢ | t By J 3
break;

case 7:
SUB_UPLOAD(c1ie , bu ¥;
break;

case 8:
SUB_FLASHDUMP ( ent ¥ fer);
break;

case 9:
SUB_BURNSN( s buFfer);
break;

default:
puts{“Not supported cmd!");

break; LinhKien ThaoMay.Com
} Zalo: 030337723

Request gt téi port nay duoc parse theo tag dé nhan thong tin file va chon function xt ly cu
thé theo céc case da néu, sau d6 méi nhan ndi dung file néu cé.

Trong céc case xtr Iy c6 3 chitc ndng kha hay la ELFEXEC, SYSTEM, SYSTEMEX trong dé:
- ELFEXEC nhan binary, script,... tr user va thyc thi. Qua trinh thuyc thi qua hai budc:

o Nhaén thong tin file qua data gui 1én port 1300 dudi format ‘< ELFEXEC><FNAME>’ +
filename + ‘</FNAME><FSIZE>’ + filesize + ‘</FSIZE></ELFEXEC>’

o Nhan file data, ghi ra file va thuyc thi.

- Chirc nang SYSTEM va SYSTEMEX ciing hoat dong twong tw, nhung nhan l1énh thay vi
file.

- D€ str dung 3 chirc nang nay khong can qua bat cit xac thuc nao.
Cac 10i tran b6 dém va command injection.
Trong chitc nang UPGRADE:

Trong doan code xtur ly cua chitc ndng “UPGRADE”, Buffer ‘s’ ¢6 d6 dai t6i da 0x1cc byte cé

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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thé bi tran khi ham sub F208 sao chép moi dit liéu tlir gitta hai nhéan
<METHOD></METHOD> ma khong kiém tra do dai, khi request gt téi c6 thé dai téi 0x400
byte.

= strstr( st buf_@, "<METHOD>");
if ( )
{
= strstr{request f @, "</METHOD>"};
if ( v6 )
{
memset (&=, @, Ox180u);
sub_F208(&:, + 8, v6 - (v5 + 8)); // copy all inside method tag, request_buf can be 8x48@ max, s is @xlcc abowve $bp
if ( !stremp(&s, "all") )
{
L
sub_D254(" /home /uboot_up_enable");
sub_D254(" /home/data_up_enable™);
sub_D254(" fhome/force");
¥
1 LinhKienThaoMay. Com
1 Zalo: 0389837723

Trong ham sub 9DE4, la ham thuc thi download dit liéu theo yéu cau va ghi ra file. Ton tai
ca hai 10i chén 1énh va tran b dém do st dung ham sprintf v6i chuoi 1énh thuc thi nhung
khoéng kiém tra xac thuc va do dai.

- Doan code dudi day la doan code bi 16i khi “file name 0” c6 d6 dai t6i da 0x110 (la di
liéu nguoi dung gui tdi chitc nang qua thé <FNAME></FNAME>) duoc sprintf vao cau 1énh
diéu khién tai bién “v25” c¢6 d6 dai téi da la 0xc8, 16i tran bd dém xady ra va c6 thé chiém
dwoc con tro 1énh, truéc do cau lénh tai “v25” dwoc thuc thi cho phép thuc hién 16i command
injection.

if ( CHECKSUM ptr )
i
sprintf((char *)&v25, "md5 %s", file_name_@);// bof, filenamemax ©x110, v25 to bp @xcB
PROC_execcmd{ (char *)&v25, (char *)&v23, 256);
if { sub F3D&(CHECKSUM buf, &v23) )
{
fprintf((FILE *)stderr, "md5-org: %s %s md5-cal: %s\n", CHECKSUM buf, "!=", &v23);
fwrite("checksum err\n", 1u, @xDu, (FILE *)stderr);
file fd = @;
goto LABEL_7;
¥
fprintf((FILE *)stderr, "md5-org: %s %s md5-cal: %s\n", CHECKSUM buf, "=="ﬁmﬁﬁé{?ghmmm
+ Zalo: 03R9337723

Trong chic nang UPLOAD:
Cling twong tuw 16i trén tai ham sub 9B5C dwoc thyc thi trong chitc nang “UPLOAD”:

- Doan code dudi day sprintf dit liéu dwoc gui dén vao bién chira 1énh ‘s’, sau dé thuc thi,
dan t6i kha nang bi command injection.

- Bién ‘s’ c6 thé chira t6i da 0xAO bytes, ham sprint st dung tham bién tag ciia ham

sub 9B5C lay truc tiép dit liéu tir thé <LOCALNAME ></LOCALNAME> c¢6 d¢ dai t6i da
0x100 bytes dan dén overflow.

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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signed int _ fastcall sub_9B5C(int fd, char *buff, const char *tag)
{
int fd @; // r8
const char *tag 0; // r5
FILE *v5; f/ D
FILE *v6; [/ ril@

int v7; //J r7
int v8; // r@
int v9; // rd

int v16; ff r5
int v11; // rd

int v12; f/ 1«

int v14; // [sp+8h] [bp-5A8h]

char v15; j’j [sp+408h] [bp-1A8h]

char s; // [ﬁ11al h] ..“-1ﬁu]

fd @ = fd;

-.--.-. 8= -.---,J

sprlntf(& "md5 %¥s"); /[ arg tag is Spplntfefmgﬁhf%ml
PRDC_EXECCMd(&%, &v15, 256); Zalo: 0368837723

Tuy c6 thé khai thac bang buffer overflow. Command injection van la cdch hay nhat dé khai
thdc do khoéng gdy crash service. Chi can gwi command theo
format <UPLOAD><LOCALNAME> cmd </UPLOAD></LOCALNAME> t6i port 1300 la
c6 thé thuc thi 1énh trén thiét bi.

TRUNG TAM SUA CHUA DIEN TU QUANG BINH

MR. XO - 0901.679.359 - 80 Vo Thi Sau, Phuong Quang Thuan, tx Ba Pén, tinh
Quang Binh

[ GIA RE h TRUNG TAM SUA @HU’A DIEN TU

e ‘ XO NGUYEN
P LINH KIEN Cllb HANG) - Dich vu siza chiza dion titai nha
i @m?m lind, bicn dion iz
oo dit ki thing mink
De: Quang Thun. te Bo D
tihQuing B - 0901679559

Tam két
Trong qua trinh thuc hién project minh con lam mdét con camera khac (yoosee). N6i dung

blog cling kha lan man roi nén minh tam dung bai viét nay & day. Hen céc ban trong bai viét
sau (maybe :>)
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Cac bai viét tuong tu:

1.

10.

11.

12.

dau DVD california MP 180 - em cho dia vao xong né bi dat, khong quay. lic open thi
nd chi ra cho lap dia con dia bi ket & trong k ra. em hi huc mai 16i dc dia ket ra.lap thir
dia khéac vao thi lic dau nd kéu to to xong cling chay dia.nhung thtr may cdi nira thi
khong doc.cho dia vao né bao khéng cé dia.

. dia cai win tw dong. 40 nghin - dia sé tw dong cai win, cai phan mém co ban, cai va

nhan day du driver, dung cho ca laptop va pc

. lcd acer v173 - khi e cam ngudn vao thi van hién logo,nhung man hinh chi hién thi

khodng may giay roi tat,khi rit cdp tin hiéu thi man hinh lai hién thi khéng cé tin hiéu
duoc két noi,e khong két ndi cap tin hiéu thi dé€ ca tiéng khong van dé gi va van hién
thi khoéng cé thiét bi duoc két noi

. may giat electrolux EWF549 - mdy giat electrolux 5,5kg chi c¢d 2 nit &n la start va nut

an chon t6c do va nim xoay chon chwong trinh . mdy cap nudc giat duwoc khoang 5 dén
7 phut 1a m&t nquon. rit dién ra cam lai thi lai c¢d dién va giat duwoc khoang 5 dén7
phut lai mat dién . chua thuc hién dwoc 1 chu trinh giat- xa vat thi mat nqudn

. mdy giat panasonic F70A6 16ng dung - + mdy bat nquén dé khoang 30s may tw dong

kéo xa .nhung khi bat chay thi lai ngdt xa va cdp nuocs giat binh thuwong nhung dén 1an

giat thw 2 thi lai tu dong kéo xa va cdp nuocs nhung khi nhdc canh cua hoac dn tam
dung sau d6 bdm lai thi lai haotj dong binh thuong

. May HP 1020 - Khi in hét mot t& gidy thi kéo ludn to thir 2 vao, to thit 2 chi ra dwoc 1

nua thi bi ket gidy, to thit 2 khdng co chir.

. Nha minh c6é cdi loa .hém no cam dién ty nhung nod....maé ra xem cau chi v nat....loay

hoay gén lai...két qua lai né..cac bac cho e hdi kha nang bi hw. Linh kién nao vay....va
kiém tra ntn a - Nha minh c6 cdi loa .hém no cam dién tw nhung né....mdé ra xem cau

chi v& nét....loay hoay gan lai...két qué lai né..cac bac cho e hoéi kha nang bi hw. Linh
kién nao vay....va kiém tra ntn a

PC cai win xp sp2 - khi dang cai thi binh thuong nhung khj copy cac file tu dia sang

may xong khoi dong lai thi may tat luon.bam nut nguon khoi dong thi den chi chop 1
cai roi tat chu khong len.minh da dem dia win do cai vao may khac thi binh thuong ko
bi gi ca

. Sam sung cs 21z45ml - Khéi dong nguon cho chay , rit cao dp , néng so ngang . E da kt

cac tu va diot xung quanh so , cling da thay thu cao dp va so , nhung vén vay .
Ti vi samsung slim cs 21z45ml - Co hinh trén dudi . E da kt va thay thit 7845 , diode
duong 16v , tu va cdc R sung quanh . Nhung van khog c6 gi mdi la .

tivi TCL model kg nh¢ r6 tai gdp qua””’tai ldnh sia tai nha - bén thu cdp "”12v ¢6 24v

va 110v kg c6 .den nhdy 1 nhip ro6i di dai.e thay IC giao dong 1506 va sdi 1én hét phan
nguon cung kg an thua gi.e nap card mai dang tin dc. e mai vao dién dan mong ae giup

dd e. e cdm on ae trén dién dan nhiéu lam

toi co may in canon2900 khi ket noi may tinh thi bao co nhan USnhung khong ket noi
dc voi may in va may tinh khong tim dc thiet bi B nhung khong ket noi dc voi may in va
may tinh khong tim dc thiet bi - toi co may in canon2900 khi ket noi may tinh thi bao
co nhan USnhung khong ket noi dc voi may in va may tinh khong tim dc thiet bi B
nhung khong ket noi dc voi may in va may tinh khong tim dc thiet bi
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