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Muc tiéu ctia minh lan nay la huéng téi céc thiét bi smarthome, minh chon target theo tiéu
chi la cong ty top dau cung cap phét trién céc giai phap, thié€t bi cho nha théng minh, céc
thiét bi thong minh hodc dwoc st dung tai cong ty hodc gia dinh minh. Mot don vi kha co
tiéng trong linh vuc nay. Cong ty phat trién céc thiét bi nhw b diéu khién trung tdm (Home
Controller), Cong tac, Rém, Hé thong chiéu sang va cac mach tich hop vao khoé ctra, céc trg

ly 4o tich hop cua Lumi.

Trong qué trinh danh gid da tim ra duwoc mot s6 16 héng bao méat c6 anh hudéng téi hé thong,
thiét bi va khach nhu hardcode credential, upload file, access VPN.

Trong d6 c6 16 héng duoc danh gid nghiém trong nhét lién quan téi giao thirc MQTT duoc stk

dung trao d6i thong tin va ra 1énh cho céc thiét bi.

Phan Tich Huéng Tan Cong
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Truomg hop 1: Thiét bi Smartphone cung mang (local) véi HC nhu mang wifi

o

Hé thong smarthome st dung dién thoai thong minh publish message (turn on light) thong
qua mang wifi local téi thiét bi Home Controller c6 dich vu MQTT port 1883 véi topic
[user/livingroom/light.

Céac bong den subscribe topic /user/livingroom/light sé thay message, chuong trinh client sé
xtr ly message va thuc hién 1énh twong tng. Hoac HC ty minh subscribe topic khi thay
message sé gui 1énh t6i thiét duoc dinh danh trong HC thong qua mang zigbee, zwave.

Sau d6 céc thiét bi client sé cap nhat trang théi dé déng bod voi hé théng cloud.
Truong hop 2: Khac néu ban khong két noi véi mang wifi tai nha. Ma ban dang &

o
Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723



: PN i
|\ & A =
@b né’V, ﬁ L F 2 o« A A o« R « A2 7 o A . .

L i TR con Thur chiém quyén diéu khién cac thiét bi SmartHome Lumi | 2
ngoai duong muon bat néng lanh trudc khi vé nha hodc mé ctra cho nguoi nha lén choi.

Khi d6 app smartphone sé publish 1énh 1én cloud vé¢i topic minh vi du
/id_apartment/user/bathroom/hotcold phia HC subscribe topic d6 va nhan message xt 1y gui
1énh tdi cac thiét bi duoc dinh danh téi HC.

Tl phén tich hoat dong & trén minh chia lam 2 attack vector:
1. Thong qua mang WiFi local tdn cong vao dich vu cia Home Controller
Anh hudng cé thé xay ra déi voi tinh huéng nay la cho phép diéu khién céc thiét bi két néi

téi mang local.

2. Thong qua mang internet tan céng vao dich phia Cloud.
Anh huong c6 thé diéu khién tat ca cac thiét bi ¢ két néi téi Cloud.

Thuc Hién Tan Cong
Reverse Firmware

D4u tién can cd thong tin tai khoan dé truy cap vao dich vu MQTT & phia Home Controller
va Cloud. Dich vu c6 cai TLS bao vé duong truyén.

Thong tin nay dwoc hardcode trong firmware
® Username, password sé cho phép ban truy cap vao dich vu.

o Certificate sé x4c minh ban c6 déng tin cdy dé truy cap vao dich vu hay khong, Ngoai
ra c6 con c6 tac dung ma hda packet tranh treong hop mang bi nghe 1én hay céc tédn cong

mang.

Chi can tim téi ham mosquitto username pw setla ta c6 thé thdy username=local va
password = d0....58 va mosquitto_tls setcertificate dugc luu trong filesystem cé duwong dan
file cert

C6 thé doan duoc day la thong tin truy cap MQTT local duoc cai trong Home Controller nhé
local.

Thé thong tin truy cdp phia cloud ciing twong tu nhu vay

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Nhin la thdy thong tin khéc roi ch cach 1ap trinh van thé.
DOS thong qua Duplicate Client ID
Loi nay & mutc ¢6 kha ndng xay ra. Cliend ID duogc lay tur phia server cloud. Sau khi cé client

id ban c6 thé thuc hién reconnect lién tuc dé€ chiém phién lam viéc dan téi khong thé ra 1énh
do lién tuc bi chiém phién.

N ]
Request Response i
Raw \n Actions v Raw FRender \n Actions v
1 6ET /w M HTTE/1.1 10/(
Z Host: api.smarthome_ "success":true,
5 Accept: application/json "statusCode":200,
4 Content-Type: applicationx"jsonl "data":{
5 Content-Length: ZI9 "lrn":"lrn_hing_«"10924",
3} "topic":{
T A "setting™: "11:11:_thing_x-'hc_x's»’:t,ting",
I - "eontrol™:"lrn 'thing/ I bc/controlr,
} "econfig":"lrn thing/ JI he/config”,
B "status":"lrn 't.hin-:j_.f-_f'hc_f'stat.us”,
"error™:"lrn: thing/ I he/ srror”
Ty
"he master":|{
"mac " 48",
mipgm 254n,

"lrn":"lrn :_;‘ thin-:j,a"-’ ’

"iz_master":1l,

"is_connesct':0,

"network_session_config': "SK-:-n-:J_I TDIES™,
"network_interface":"WIFI",

"wifi interface":{

"netmask":"255.255.255.0",
"network modes":l

by LinhKienThaoMay.Com
"home_id" :-JEI B Zalo: 0369337723

Spoof Client lay Sensitive Information

DOS thi khong c¢6 hing tha lam bay gio xem xét hé thong c6 thong tin khac nhw cd nhan
hoac thong tin truy cap téi cac hé thong khac.

Hay tan dung nhimg gi da hoc dé 1a st dung wildcard +, #, $..d€ doc ndi dung ma cac thiét
bi giao tiép véi nhau. Hay nhé day la moi truong mang internet ch khong don thuan la
local.

Diéu gi xay ra néu attacker gia mao client va subscribe topic “#”.

Hay xem vi du sau:

Attacker sé thu thap thong diép cac dua vao subscribe # va filter theo topic /hcvl/config cho
nguodi dung cau hinh hoac stra déi cdu hinh lam 16 thong tin truy cip cua cua thiét bi va
duwoc minh vi du nhu sau:

(] ip: 192.168.1.1 - port 80, 8888

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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(] user: admin
(] password: 12345678
T nhitng théng tin nay attacker cé thé theo ddi ban bang thiét bi duoc cai dat.

Ngoai ra con nhiéu thong tin khéac thu thap dwoc nhw hinh minh hoa dudi day.

Truy cap va Piéu Khién Thiét Bi
D€ diéu khién cac thiét bi cé két néi lén cloud can céc dit kién sau:

Dau tién attacker sé thu thap sé dién thoai va email dang ky trén cloud thong tin nay c6 thé
dé dang biét duoc thong qua internet hoac ban be.

Tl d6 truy cap cac ban ghi thu thap duoc tir viéc lang nghe trén giao thitc tir d6 suy ra duoc
dia chi MAC.

Tir dia chi MAC st dung link dé€ 1ay ID Client , Topic va ID thiét bi kho4.

) Client ID c6 thé 14y cac thong qua MAC Irn:.../thing/[ID] ID dugc tao ra theo so thi tw
tang dan khi dang ky diéu do cho biét tai thoi diém dang ky hang da ban duwoc 10924 bd san
pham.

® Topic dwoc map v6i thiét bi nao va ai so hitu.

c6 dang nhu sau:

Irn:.../thing/[ID]/hc/control

[ Cau truc thoéng diép chira 1énh c6 thé reverse hoac bat lai ¢6 cdu truc nhu sau:
{Ilreqidll:llIDll,llsetll: lldevidll:lll ”, llnetll:l , lltypell:lll ”,Ilvalll:{llstatell:llonll}}

@ state=on Trang thai la bat thiét bi.
® devid=1 id la dinh danh s6 thiét bi cho can ho.

Minh hoa 16i bang turn on béng dén tir xa.

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Hacking Smart Homa thang qua MOTT

Tir céc 16 hong trén c6 thé thdy cac thiét bi thong minh tai Viét nam tiém 4n mot s6 nguy co
cho phép tin tac loi dung danh cép céc thong tin va diéu khién thiét thiét bi va thay rang
céc san pham IoT chua dwoc chi trong nhiéu vé an toan thong tin.

Phan Hoi

Sau khi Report céc 16 hong téi dai dién cta céng ty Lumi da c6 nhimg phan héi tich cuc tiép
nhéan 16 hong, thuc té khong nhiéu don vi & Viét Nam cdéi mo vé viéc tiép nhén thong tin 16
hong bao méat. Téi nay 16i da duoc ghi nhéan, khac phuc, cap nhéat va thdy Thw cam on tir phia
cong ty Lumi.

Timeline Disclosure

24/11/2020: Thong bdo céc 16 hong va kém PoC .docx qua email.

24/11/2020: thay phai hoi tir phia cong ty LUMIL.

14/12/2020: Thong bao 16 héng méi lién quan téi VPN va kém PoC .docx qua email.
28/04/2021: Cap nhat tinh trang Fix bug va thong bdo cong bé 16 héng cong dong.
28/04/2021: Nhan phan héi roi lich céng b6 16 héng phuc vu va 16 héng.

TRUNG TAM SUA CHUA PIEN TU QUANG BINH

MR. XO - 0901.679.359 - 80 V6 Thi Sau, Phwong Quang Thuan, tx Ba Pén, tinh
Quang Binh

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723



\ a %” . N N 2 , . .
@ Thtr chiém quyén diéu khién cac thiét bi SmartHome Lumi | 6

unu nEn ml\o MAY . cOM

[ GIA RE & TRUNG TAM SUA @HU’A DIEN TU

X0 NGUYEN

) gunaindona
RN o A
De: Quang Juin. b Ba Dan.,
tihQuing Bink - 0901.679.359

02/07/2021: thay phan hoi 16 hdng trong thiét bi, cloud, apps da duogc va.

Téc gia: Ha Van Toan

Cac bai viét tuong tu:

1.

w

can giip d6¢ am ly 8 so 2 ngay vén chua tim ra bénh_dp ddi xuing +-17vol qua 2 6n &p
7912 7812 cdp cho ro le mach music master mic,,+-52 cho cong sudt - ban dau héng
cong sudt chét cau chi, thay thé va kiém tra céc dién dp chan b cong sudt =nhau 52
vol,cdc tanq khuveh dai thic, dem tro tu tot, ( bo ncruon ,0n dp va cong suéat di

dong(vé da bi no cau chi luc dau),,, kiém tra ko thay bi sao? 2 tré cdn bang vé ro le bao

vé loa em do 1 duwong vé 52vol con 1 duong vai mili vol,, ko hiéu la sao lai chénh léch
thé

Pa DVD trung qudc - Nguon cud dau DVD khi do thi du dp nhung khi cdm vao dau thi
1én nhung lai bi khaoi dong lai luon,cu bi nhw thé lién tuc.(cdm ngudn khdc thi binh
thuwon

. man hinh Acer X203H bj héng ngudn - bi n6 dao dong ngudn
. M4y hom nay lam cé 2 hién twog thdy la nhw ma dm.hj. 11a tjvi tq, nén do 1é ndj dudg

ho6j, do dwog kR =10v. Thao vi den ra do clig 10v. Sau d6 nit con 4282 trén dg kr ra do
c0 150v trén kr, sau do lap laj may da chay binh thuog ko pit bi j lun hehe. 2. May trug

quoc chj? Bi 1og mach nhug khj do H thdy 22v. Nhug van chay pijh thuog la that. - .

. panasonic hai chiéu - may khong nhén diéu khien , da thay diéu khién khéc nhung van

khong nhén. khi &n diéu khién thi man hinh diéu khién bi m¢ nhw ki€u hét pin nhung
thay pin méi van khéng dwoc .mong céc huynh chi gido.

. quat diéu khién dién co thng nhét - bam diéu khién ko chay,bd&m phism ko chay.em

da thay thtr thach anh,mat nhan dkhién,ic BA8206,ca tu khoi dong rui nhung van ko
chay

. Thr chi€m quyén kiém soét céc thiét bi thong minh IOT ctia hdng Akuvox
. tivi BTV. mat model - bi cao ap ddnh vao R(220k) duwong ABL, dang sang thi dugc 15s

thi t6i dan va bay gio dang bi t6i man nhu gidm d6 sang cia ma hinh, dd thay cao dp va
R(220k) ma man hinh van toi...

. Tivi LG model 21FU6LR - Chay ic manh STV 9326, nia man hinh dudi binh thuwong,

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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10.

11.

12.

trén gitta man hinh c6 vét séng hon va hinh bi gép, phia trén thi hinh bi dan, kiém tra
nguon 26v dd, duwong ra chén s6 5 cao 22v, thay ic manh va cdc tu héa nhung vén chua
ra bénh

toi co may in canon2900 khi ket noi may tinh thi bao co nhan USnhung khong ket noi
dc voi may in va may tinh khong tim dc thiet bi B nhung khong ket noi dc voi may in va
may tinh khong tim dc thiet bi - toi co may in canon2900 khi ket noi may tinh thi bao
co nhan USnhung khong ket noi dc voi may in va may tinh khong tim dc thiet bi B
nhung khong ket noi dc voi may in va may tinh khong tim dc thiet bi

td lanh Daewoo 160L - - ngan trén lam d& binh thwong . quat chay , dwong gié xudn
ngan mdt thong khong bij tdac,dd dé chan gidé xuéng ngan bao quan lbes nhét .da thdo
kiém tra dwong hit gié xuéng ngan bao quan khong bi chan hodc tac . vay ma khong cé

gid lanh xuéng , quat thdi ra néi chung la tat ca cdc diéu kién ddeuf t6t vdy ma ngan
mat khong lanh gi

xin dwoc gitup dé tr moi nquoi,, bép tir media bi sét danh hw vi chinh cong suét,,do
mach toan linh kién rdn nén ko thé phuc héi,,vi diéu khién phim ra cac 1énh con
séng,,.gi0 em cdy vi diéu khién ctia né sang vi chinh cong suét khéc,, - cdy da xong céc
1énh da tot nhung riéng 1énh phéat xung IGBT mé tang khuyech dai thac(8050,8055)bi
yéu,,,.cho noi 1én nhiét cao nhat ma nghe tiéng mam tir bat v6i ddy xoong nhé xiu,, ddy
xong chi 4m dm,,
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