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Tiép tuc cac chu dé nghién ctu lién quan dén thiét bi théng minh, muc tiéu lan nay cua
nhém IOT la san phd@m cta hang Akuvox duoc trién khai véi quy mé rong trong céc thanh
phé thong minh, toa nha thong minh. Qué trinh dénh gi4d minh da phét hién nhiéu 16 héng
nghiém trong nhw command injection, android credential login Hardcode, certificated
default webbase configure, Unauthenticate RTSP Camera. C4c 16 hong nay hoan toan cé thé
gitp attacker chiém quyén céc thiét bi, thuc hién cac hanh vi trdi phép. Cac 16 hong trong
blog d& duoc report cho hang Akuvox va da c6 ban va cho céc 16 hong.
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LinhFienThaoMay.Com
Ealo: 0388937723

Thiét bi cia hang Akuvox duoc trién khai trong céac can ho, toa nha, thanh phé théng minh.
Akuvox c6 giai phap toan dién cho mot thanh phé thong minh, hién dang dwoc trién khai tai
nhiéu noi. Giai phép ctia Akuvox gom 2 linh kién chinh:

* Giai phéap cho toa nha (Building entrance R29C):

Kiém sodt truy cdp vao toa nha, thang may va cac thiét bi trong thanh phé. Vi du khach
muon dén choi nha ban ban khong can xudng dén, anh khach st dung thiét bi & trudc toa
nha (R29C) dang ky 1én nha B, sau d6 anh B chap thuan (IT83 or smartphone) tir 46 hé
thong md cta cho anh A, cdp quyén st dung thang mdy va mé ctra can ho.

* Giai phép cho can ho (Apartment door R26C):

Anh khach mu6n vao can ho anh B st dung thiét bi R26C ngoai cdn hé bam chudéng thuc
hién call video vao thiét bi dugc gan trong nha IT83. Anh B & trong cdn hd hoac tlr xa xac
minh danh tinh anh khach qua man hinh (IT83) hoac dién thoai md ctta cdn hd cho khach
hoac nguoi nha.

 Ngoai ra con mot s6 giai phap khac nhu dau xe, SIP-base phone tlr cac ctra hang, khu cong
cong.

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Mot s6 10 hong phat hién duoc

Twong tw nhw cac giai phap IOT khéc, cac thiét bi trong hé thong thanh pho6 thong minh
duoc trién khai phén tan tai cdc node 1a cdc diém coéng cong hoac nguoi dung cudi. Piéu nay
dan t6i rui ro 16m cho hé théng, dac biét trwong hop nay cac thiét bi dwoc join chung vao
cung 1 mang noéi bo.

Attack vector

« Huong kiém tra dé attacker khai thac céc 16 hong twong doi don gian, attacker can thué
mot can ho tai thanh phd dé ti€p can véi hé thong mang va thiét bi.

« Phéan tich Thiét bi R315 duoc lap dat bén trong can ho va hé théng mang.
e Truy cap va thu thap thoéng tin hé thong mang toa nha.

 Céc attack surface thong qua céac thiét bi : App androind, Service web, Servives va thuc
hién khai thac céc 16 hong.

1. Truy Cap Camera tai cac Hang Lang Can Ho (Door bell)

Trong truong hop gia dinh, qué trinh trién khai thi cong lap dat céc thiét bi 16ng léo va cac
thong tin thu thap dwoc thiét bi phia ngoai can hd hoan toan cé thé dé dang bi thu thap
thong qua scan mang ndi bo. Diéu nay dan téi néu khong cd cac bién phép xac thuc nhu cac
dich vu RTSP. Loi dung 16 hong nay, attacker c6 thé thuc hién streaming video thong qua
giao thirc ma khong can xac thuc cho phép theo doi nghe 1én phia bén ngoai can ho.

2021-05-18 06-26-43

2. Cac Lo hong Intercom R315C

Thiét bi st dung hé diéu hanh android cho phép attacker dé dang lay dwoc céc thong tin
nhay cam trong thiét bi.

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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3. Truy cap thiét bi INTERCOM ¢ cac Can Ho

St dung duwoc cac thong tin thu thap duoc nhu:

« Dia chi IP va dia chi MAC cua thiét bi ¢é duoc bang céch scan cac dai mang

« Céc thong tin APP_ID va version firmware c6 thé Reverse app INDOOR.APK c6 chita

trong thiét bi.

4 publie static
5 public static
[ publie static
7 public static
8 public static
a public static
18 public static

11 public static

final
final
final
final
final
final
final
final

@ com. app. intercon I X

package com.app |

i |public final class BuildConfig

String APPLICATION_ID = “cor.app ettt |

string APP_ID = “Szgharaf N - 0 O = a '
long BUILD_DATE = 150 7 ;

string BUILD _TYPE = "release”;
boolean DEBUG = false;

string FLAWOR = "}

imt WERSION_CODE = 151}

string VERSION MAME = "1.1.64";

LinhKienThaoMay.Com
Ealo: 0389337723

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Seed mimcn.

LinhKienThaoMay.Com
Ealo: 03BAS3TTRS

Dé thuc hién dang nhap hé théng cloud va cho phép st dung tat ca céc tinh nang trén thiét
bi. Trong d6 cé tinh ndng nguy hiém nhw cho phép tin tac dang ky nguoi cac 1én can ho bang
viéc thoa hiép co ché phan tang clia thang mdy va dé 16 cac account cta céc hé thong khac.

Schindler

- |

Request Response

[l Raw ' adions W Sebect extension.., W Qe Faw Render o Addions W

1 opoat Jap NN ;. - ccn HTTR/ L. 4 HTTP/1.1 200 OF

< Muthorization: Beacer eyJhbhGoiOidI0zIIKLIsInRicCI8IkpiNCdS, ewdpiC I8 IIVMACRRhIDFATIEY SGHANGCwCDFNAZEyNy 2 Server: nolox
Content-Type: application/json; charssc=uci-3 Dace: Sac, 02 Apr I0IZ1 D1:07:44 GHT

§ Contant-Lengoh: BED 4 Concent-Type: applicaticn/ jscn: charast=uri-B
Beat: 172.08.102.5 Connecbion: kesp-alive

§ Connection: Heep-Aliwve hovess-Control-Allow-Ocigiom: *

&

Aoospr-Encoding! gIip ITag: W "32Zs-4IOM10WHL IngRidsE LugNhNTopy™
2 PagE-Agent: oKBCLCES4.5.0 & ¥-Pesponge-Time: 1345.T50Rs
] 9 Wary: Accspt-Encoding
o L0 X-Frame-0Opclona:! DENY

Meawer ™ o
Munit Idh: =g 1
"hbucketHame y=ckinapp”, I

"ful INamee™ = "Guesc 1E14131BETEB4L™, "groups™: [

A0 Tl AyHTAYM] QwM REOF Gy IWdpeifle 152R] by Nee SNDEEO0ATLEEI NTQxHzEAN) VyH2FTal1hIZ0CT: 11 Concemc-Lengrh: 12A4E

“photos™; |

Puwcroe™: [
0. DENE9IIINsT9I41E,
—D.020314E1T00Z5TEELE,
D.DZ0S&2 129098415375,
Tawl 0. DLTTODLS494ENESSTE,
~0.DELIAZ 504906355003,
D.DLSO37354504 613405,
INDEIODAIL 2R HT O ATZ: 0.0630 1283694 143205,
zeINDEIODAIL sE2 NTGx Bz tVIhiTIwt -0.01ETE4052212238312,
-0.071051E4974827902,
3 =0.02735137610311727, LinhKienThaoMay.Com

-0.03332572 600245476, Talo: 0380037723
0. 0597T4732993191115,

INDEIODAZL BEIHTOR
IHDEIODASL sE2HTY

4. L6 hong Command Injection trong dich vu UDP

Tiép tuc thu thap thém cac thong tin céc trong thiét bi. Liét ké cac cac dich vu dang listen.

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Trong do6 cé dich vu cfgd server port 189(UDP) cho phép thiét 1ap va lay dia chi mac cho
card mang va mot s6 tham s6 bién khac thong qua cong cu info tool.

else

- snprintf(comand, @x200u, "i

andrnid lno nrint(a 18 : shell ] = %= , comand);

v1® = system(comand);
vl®d = sub B6F99588(v10);

Dich vu cfgd server nhan géi tin c6 dang nhu sau:

EING | checksum | length ;| Key Vaolue;
£ =) i LinhKienThaoMay.Com
s;‘:jlm 03IB933TT23

Thiét bi cé chita micro cho phép hacker tan dung 16 héng tai lién thiét bi cdc méa doc cho
phép nghe 1én cac hoi thoai trong céc can ho.

Demo thuc hién 1énh reboot thiét bi tur xa.

https://youtube.com/watch?v=b FOXqPeXso%J3Ffeature%3Doembed
Timeline:

04/04/2021: Thong bao céc 16 hong va kém PoC.

18/05/2021: thay phai hoi dau tién va yéu cau chi tiét 10i command injection.

05/07/2021: Céap nhét tinh trang Fix bug va thong bao cong bé 16 hong.

TRUNG TAM SUA CHUA PIEN TU QUANG BINH

MR. XO - 0901.679.359 - 80 V6 Thi Sdu, Phwong Quang Thuan, tx Ba Pén, tinh
Quang Binh

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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22/07/2021: Nhéan phan hoi da fix cac 16i da théng bao.
Téc gia: Ha Toan

Cac bai viét tuong tu:

1. can giip d6 am ly 8 so 2 ngay vdn chua tim ra bénh_dp ddi xing +-17vol qua 2 6n dp
7912 7812 cdp cho ro le mach music master mic,,+-52 cho cong sudt - ban dau hdng
cong sudt chét cau chi, thay thé va kiém tra céc dién dp chan b cong sudt =nhau 52
vol cac tanq khuveh dai thic, dem tro tu tot, ( bo ncruon ,0n dp va cong sudt d1

dong(vé da bi no cau chi luc dau),,, kiém tra ko thdy bi sao? 2 trd cdn bang vé ro le bao

vé loa em do 1 duwong vé 52vol con 1 duong vai mili vol,, ko hiéu la sao lai chénh léch
thé

2. chao cac ban. - dan am thanh KENWOOD rat mong cac ban gop y giup minh chuyen la
the nay minh moi nhan dc cua khach nho sua chua cho dan am thanh kenwood chay
radio va doc dia CD nhungmay khach mang toi trong tinh trang chap phan cong suat
.DIA va RADIO van hoat dong binh thuong nhung bi chap CONG SUAT nen kep loa vao
dinh u neu de lau loa se bi chay .hien gio minh van chua dam lam gi ca moi kiem tra so
bo thi thay chay con STK4150 minh nhin ma da thay chuoi roi vi hang xach tay ma lai
thay con STK4150 minh chua thay gap con nay bao gio vi vay nho cac ban gop y va
giup minh xem tren thi truong co con nay khong vay?tro gioi lieu co ko cac ban

nhi?ban nao da tung lam qua ban nay xin giup do minh mot tay.thank cac ban nhieu.

3. DAU DVD ARIRANG AR-36K - lic dau may déa qua 1tay tho khong stra dwoc khéach
mang dén thay co bi vé va thdo mat khach bao ngta bdo hw co minh bat nén khéng
th&y hién twong gl minh da tach kiém tra nguén ok va nap lai ROM méy da hién thi va
load céc phim bi liét minh da han lai ic mat da chay an phim c6 tdc dung. Nhung gio

cho dia vao mat cé sdng va moto quay dia chi nhich nhe mét céi rui thui . Minh da kiém
tra nquon 3.3v va cdc nquon day du

4. Main PC-g31 b - Mong tat cd cdc dong nghiép giup dé minh.hién em nd khéi dong

khong 1én man hinh.led bdo cay dang hoat dong kg sdng.quat cpu van quay.cpu va chip
bdc,nam vin ndng.ram binh thwong.cdc ban cho minh hudng dé sta chuwd em nd

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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nhé.cay nay cia minh.nén minh mudn tw sita va di sdu vao main.minh chuyén tivi.

mdy giat sanyo (aqua) ASW 80VT - Mdy bam nut nquén khong lén . minh da kiém tra

nut dn van tét nquon 5v van cd. minh da thay thanchj anh chay ok dwoc khoang 3 nga
. nay no lai bi lai mac du minh dé thay la thach anh va minh kiém tra 2 chén thach anh
4M 1 chén 1a 5v chan con lai la gdn 1V . minh dang tdp te tu hoc sia bo mach mon

anh em giup d¢

. may lanh daikin,samsung,ld.... - minh vé sinh dau lanh cé can giit cdnh quat lai khén

cac ban. khi minh di hoc thay kiu khong can gitt. ma gi¢ di 1am nquoi ta kiu gitt khon
itr sé bi chdy. ai co kinh nghiém chi minh v4i. minh khong dém thtr 1& chéy thiét chac
hu

. Thr chiém quyén diéu khién cdc thiét bi SmartHome Lumi
. Tivi LG model 21FU6LR - Chay ic manh STV 9326, nta man hinh dudi binh thuong,

trén gitta man hinh c6 vét séng hon va hinh bj gép, phia trén thi hinh bj ddn, kiém tra
nguon 26v du, duwong ra chan sé 5 cao 22v, thay ic manh va cdc tu hda nhung van chua
ra bénh

. toi co may in canon2900 khi ket noi may tinh thi bao co nhan USnhung khong ket noi

dc voi may in va may tinh khong tim dc thiet bi B nhung khong ket noi dc voi may in va
may tinh khong tim dc thiet bi - toi co may in canon2900 khi ket noi may tinh thi bao
co nhan USnhung khong ket noi dc voi may in va may tinh khong tim dc thiet bi B
nhung khong ket noi dc voi may in va may tinh khong tim dc thiet bi

tu lanh Daewoo 160L - - ngan trén lam da binh thwong . quat chay , duong gié xudéng
ngan méat thong khong bi tdc,dd dé chdn gid xudng ngan bao quan lbes nhét .da thdo

kiém tra duong hut gié xuéng ngan bao quan khong bi chdn hoac tac . vay ma khdng co

gid lanh xudéng , quat thdi ra néi chung la tat ca cdc diéu kién ddeuf t6t vdy ma ngan

mat khong lanh gi
tu lanh dong tuyvét. ( ti bdo 6n) - buc gian. hét ga, minh da 1én gian néng riéng. va da

biét gian néng bi thung. gid minh muén kiém tra nguyén gian lanh xem c6 bi thung ko
ma minh ko nghi ra cdch nao. vi minh méi vao nghé chwa am hiéu va chua co kinh
nghiém j cd. vi cos mdt tho trudc dén nha khéch kiém tra cdi ti nay. ong tho kia phén
voi cht nha la thung gian lanh. gi minh méi kiém trd dc moi gian néng.

tu lanh _sanyo - tu cua minh dong tiet wa trui" minh da thai cam~ bien am.cau tri-
nhiet wa" dien tro nhiet khong bi dut.minh da kiem tra dong ho thoi gian con rat
tot.minh k pit no bi j nua~ ai bet thi chi cho minh voi
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