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Co, viéc phuc hoi giao dién JTAG/SWD trén nén tang dwoc bao vé luon la chu deé
nhay cam trong bao mat nhung .

Cudc diéu tra bdo mat nay trinh bay mot cach dé vuot qua APPROTECT trén nRF52840 duogc
bdo vé, dé kich hoat lai Giao dién g& 16i day nai ti€p (SWD), cung cdp kha nang go 16i day du
trén muc tiéu (truy cap R/W vao Flash/RAM/Dang ky, Code Exec va lap trinh lai). T4t ca céc
phién ban nRF52 déu bi anh hudng.

Do dac diém ndi tai cua nd, 16 hong nay khong thé dwoc va néu khong thiét ké lai Silicon,
dan dén vo so thiét bi dé bi tan cong ton tai mai mai.

Nordic Semiconductor va LimitedResults khong dong y vé viéc tiét 10 thong tin mot
cach c6 trach nhiém.

Giodi thiéu ve dong SoC dong nRF52

Toan bd dong nRF52 bao gom sau nén tang nRF52 khéc nhau, tat ca déu dwoc xay dung
xung quanh CPU ARM Cortex-M4F.
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Toan bo dong SoC nRF52 ctia Bdc Au
M6t bang so sanh gilta cac nén tang khac nhau cé san ¢ day .

Hay tap trung vao san phdm chu luc cta gia dinh, nRF52840.

Muc tieu: nRF52840

Hé thong trén chip (SoC) nRF52840 la thanh vién tién tién nhat trong dong SoC dong
nRF52. Day la SoC da giao thitc Bluetooth, Thread va Zigbee tién tién dwoc xay dung dua
trén CPU Cortex-M4F 64 MHz. N6 di kém v6i 1MB Flash va 256Kb RAM, ca hai déu duoc
tich hop day du.

Vé mat bao mat, don vi mat ma ARM TrustZone CryptoCell duoc tich hop duéi dang cong cu
mé hda. So do khoi dua ra y twong vé kha nang (va do phic tap) cua nRF52840:

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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So dé khéi ctia Nordic nRF52840
Bao vé doc ma

Ngay nay, hau hét cac Nha cung cdp béng ban dan déu trién khai tinh nang bao méat cé tén
la Bao vé doc ma bén trong MCU/SoC cua ho, ngan chdn ké tdn cong c6 quyén truy cap vat
ly dé loai bo M&/Dir liéu duoc luu trit trong Bo nhé Flash tich hop va cling dé stra d6i no.

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Tinh ndng bao méat nay cé thé cé tén goi khac nhau tuy theo nha cung cap chip (CRP, RDP,
PCROP...)

Noi chung, khi ké tan cong cé ban sao Phan sun, han c6 thé bat dau quy trinh ky thuét dao
nguoc hoac chi 1dy mét sé dit liéu nhay cam (chang han nhw khéa va mat khéu).

Truoc day tren dong nRF51 s

Trd lai nam 2015, Bao gom bao mat da tim thay mot 16 hong trong thiét ké tinh nang béo
vé doc md nRF51 (duoc goi la RBPCONF ), cho phép ké tan cong khoi phuc toan bd Phan
sun bang giao dién g& 16i SWD.

Trén nRF51, khi tinh ndng béo v& RBPCONF duoc bat, viéc st dung trinh gé& 16i dé truy cap
truc ti€p vao Flash hoac RAM sé khong tra vé gi ngoai s6 0. Tuy nhién, van c6 thé kiém soét
viéc thyc thi mé ciing nhw doc va ghi vao cac thanh ghi (tham chi vao B6 dém chuong
trinh). Vi vy, viéc tim ki€m mot “tién ich” trong bd nhé dwoc bao vé, chang han nhw mot
1énh tai tir don gian dé doc bd nhd tir mot dia chi trong thanh ghi nay sang thanh ghi khac la
du dé trich xuat toan bd Phan sun. Do d6, ké tan céng c6 quyén truy cap vat ly vao thiét bi
dua trén nRF51 cd thé hay Flash, khai thac 16 hong thiét ké nay.

Qua do, tinh nang bao vé doc ma nRF51 (RBPCONF) duoc coi la co ché bao mat bi
hw va khéng bao vé duoc viéc trich xuat Firmware.

Bao vé cong truy cap PUQC PHE DUYET trén nRF52
Sau that bai nay, NordicSemiconductor d&d quyét dinh thiét ké nRF52 voi co ché bao mét

han ché hon d€ bao vé chéng lai viéc doc bd nh¢. Tinh nang bao méat nay duoc goi la Access
Port Protection (APPROTECT) , duogc dé cép rat ngan gon trong Datasheet nRF52:
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Téng quan vé nRF52

Thong thuwong, trinh gé& 16i bén ngoai dang truy cdp CPU ARM thong qua Cong truy cap g&
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16i (DAP). Sau do6, c6 hai cong khac nhau:

- CTRL-AP. P4y la Céng g& 16i chinh va né khoéng phu thudéc vao APPROTECT. N6 sé duoc
st dung dé khoi phuc, vi du nhu trong trudng hop thiét bi bi brick.

- AHB-AP. Day la Cong g& 16i thuc sw dé truy cap bd nh¢ va diéu khién CPU théng qua
SWD.

NordicSemiconductor khéng cung cdp cdc théng tin nao vé co ché PHE
DUYET. minh khuyén ban nén doc_tai liéu tham khao ARM cua Cortex-M .

UICR

Thanh ghi cau hinh théng tin nguoi dung (UICR) la c4c thanh ghi bd nhé khong 6n
dinh (NVM) d€ dinh cdu hinh cai dat danh riéng cho nguoi dung. Ching dwoc anh xa
tai 0x10001000 .

PHE DUYET cua UICR. Can phai viét OxFFFFFFO0O tai dia chi 0x10001208 dé kich hoat
Bao vé cong truy cap, nhw hién thi bén dudi:
4.5.1.5 APPROTECT

Address offset: 0x208

Access port protection

Bit number 313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0
D AAAAAAAA
Reset OxFFFFFFFF DLl s s G Gp O G B Gk G Ll G G () U b G5 (s (s Gl B G UG B EEG LS (s L |
A RW PALL Enable or disable access port protection.

See Debug and trace on page 50 for more information.
Disabled OxFF Disable
Enabled 0x00 Enable s ol
APPROTECT Pdng ky cdu hinh
Sau d6, can phai bat nguén dé 4p dung céc cai dat méi c6 trong UICR.

Theo Nordic, khéng thé tat bao mat APPROTECT néu khong xéa toan bo RAM va
Memory Flash.

Thiét lap moi truong
B6 cong cu phat trién nRF52840

B cong cu phét trién nRF52840-DK duoc st dung cho céc thlt, dua trén nRF52840 .

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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B0 cbng cu phdt trién nRF52840. Muc tiéu la con chip nhé bén hdi.

Huong dan st dung va so d6 cé san trén trang web cua nha san xuat. NRF52840 la phién
ban QFN73, 7x7mm, nam & bén phai.

B0 cong cu nay c6 trinh go 16i Segger J-Link duwoc nhing (con chip 16n nhét ¢ nhan dan
mau trang).

SDK la phién ban méi nhét hién c6 nRF5_SDK_16.0.0 98a08e2 .
Nrfjprog v10.6.0 va JLink v6.64 duoc st dung lam cong cu dong lénh.
D€ bat dau nhanh, minh chi bién dich va flash mot vi du tir SDK dé kiém tra xem mdi truong

cta minh cé 6n khong. Moi thit dién ra sudn sé, minh c6 thé tap trung vao tinh ndng bdo mat
APPROTECT.

Kich hoat APPROTECT
Phuong phap 1 (thong qua OpenOCD):

$ openocd -s /usr/local/share/openocd/scripts -f ./interface/jlink.cfg
-c "transport select swd" -f ./target/nrf52.cfg

#Telnet

$ telnet localhost 4444

> flash fillw 0x10001208 OxFFFFFFOO 0x01

> reset

Phuong phéap 2 (thong qua nrfjprog):
$ nrfjprog --memwr 0x10001208 -- val OxFFFFFF0O
Sau d6, moi né luc két néi CPU sé khong thanh cong, hién thi “ Loi: Khong thé tim thay

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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MEM-AP dé diéu khién 16i” :

xPack OpenOCD, 64-bit Open On-Chip Debugger 0.10.0+dev (2019-07-17-11:25)
Licensed under GNU GPL v2
For bug reports, read

http://openocd.org/doc/doxygen/bugs.html

: J-Link OB-SAM3U128-V2-NordicSemi compiled Jan 21 2020 17:30:48

: Hardware version: 1.00

: VTarget = 3.300 V

: clock speed 1000 kHz

: SWD DPIDR 0x2ba01477

: Could not find MEM-AP to control the core
: Listening on port 3333 for gdb connections
: Target not examined yet

SWD bi vé hiéu hoa do kich hoat APPROTECT.

Moi né lyc dinh kém GDB déu hién thi 16i:

Error: attempted 'gdb' connection rejected
Vo hiéu hoa APPROTECT

Phuong phap 1 (théng qua OpenOCD):

# Read APPROTECTSTATUS

# (Ox0 Access port protection enabled - 0x1 APP disabled)
> nrf52.dap apreg 1 0x0c 0x00000000
# Write ERASEALL register
> nrf52.dap apreg 1 0x04 0x01
> reset

Phuong phap 2 (thong qua nrfjprog):
$ nrfjprog -f NRF52 --recover

Tat ca Flash va RAM sé bi x6a trong qua trinh nay. Sau khi thiét 1ap lai, nRF52 c6
thé duoc lap trinh lai.

Chién luoc tan cong

Qua trinh khoi dong

Qua trinh khéi dong twong doi don gian, do thuc té la nRF52840 khong chita md bootROM
(do d6 khong c6 cac quy trinh bd tai khoi dong dwoc nhung ciing nhw céc quy trinh IAP/ISP
dé thiét k& nguoc...)

Diém vao la 0x000002B4, nam trong bo nhé Flash:

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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7 Reset
fopoo0R4 b5 92 00 28 addr DAT_Beopazbs

7 NMI
00000008 dd 02 00 00 addr DAT_000002dd

*HardFault

00000R0C df 02 00 00 addr DAT_000002df
# MemManage
i i May.Com
00000010 el 02 00 00 addr DAT R s

minh dd st dung Ghidra...thoi buéi kinh té khé khan.

Cho dén nay, né thuc su don gidn. Tat ca cdc khoi, nhw NVMC, bd nh¢, Cong truy cap go
10i... déu duwoc khéi tao hoan toan trong Phan cing.

Cai lai

MOt s6 nguén c6 thé kich hoat thiét 14p lai. Tat cd cdc nguodn dat lai va muc tiéu cta chiing
duoc tom tat trong bang bén dudi:

Reset source Reset target
CPU Peripherals GPIO Debug” SWiI-DP RAM wDT Retained RESETREAS
registers
CPU lockup © x X x
Soft reset X X X
Wakeup from System OFF X X x? x 8
mode reset
Watchdog reset L L L = = L Ly
Pin reset X X X X x X X
Brownout reset X X X X X X X X X
Power-on reset X X X x X X X X LiphfigaThookay Coxg

bat lai bdng

Dong cudi cung la thi vi. Khoi dong lai khi bat nguon sé dat lai toan bé SoC, bao gom
ca Cong go 16i.

Ké hoach han ché

Muc tiéu la kich hoat lai quyén truy cap vao G& 16i AHB-AP, bat chap PUQC PHE
DUYET.

Sau khi thiét lap lai bat nguon, AHB-AP phai tu khoi tao theo gia tri cia APPROTECT, duoc
lvu trir trong UICR (phan vung bo nh¢ Flash chuyén dung).

Trong qud trinh khéi dong, BO diéu khién bd nhé (NVMC) phai giao tiép véi CPU (hoac truc
tiép voi Khoi AHB-AP) dé€ cung cap giéa tri APPROTECT duoc luu trit trong Flash, sau dé dat

trang thai bao vé twong ung.

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Do khong c6 BootROM, diéu nay dat duwoc bang Phan cting thuan tiy va né phai duoc thuc
hién trong qua trinh khéi dong sém, trude khi CPU bat dau tai tir Flash va thuc thi Ma.

Muc tiéu cua minh la xac dinh “quy trinh CTNH thuan tuy” nay va sau d6 cé gang
stra doi Khéi tao go16i AHB-AP. Néu thanh céng, cac tinh nang G& 16i sé duoc kich
hoat lai cho dén lan Dat lai bat nguon tiép theo.

Viéc chén 16i 1a (mét 1an nita) cach duy nhat dé di dén day.

Chuan bi muc tiéu

Cau hinh nguon

Hé thong bao gom hai giai doan diéu chinh khac nhau, REGO va REG1. Moi giai doan b6

diéu chinh cd hai tuy chon khac nhau va c6 thé dinh cdu hinh dua trén B diéu chinh c6 do
sut thap (LDO) va B0 diéu chinh Buck (DC/DC).

Main supply
DCDCENOD REGOUTO ‘ ‘ DCDCEN ‘
v v | v
REG1
Supply :
LDO
VDDH | l 1.3V System power
. [ .
DCCH VDD DceC DEC4 | GND

Lt L {} L} L

LinhRienThaoMay.Com
Zalo: 0389937723

Ché dé dién dp binh thuong trén nRF52840, chi bdt LDO
Chi c6 DEC4 duoc dé cap trén so do trén.

minh dac biét quan tam dén cac chan DEC (DEC1, DEC2 cho dén DECG6 ), noi cac tu
tach roi bén ngoai duoc két noi. NordicSemiconductor khong cung cép cac chi tiét nao vé
mang dién nRF52.

Sau mot hoi tim hiéu nhanh, minh quyét dinh tap trung vao DEC4 (1.2V-1.3V) va DEC1
(0.8V-0.9V):

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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« DEC4 la duong day cédp dién sau giai doan REG1. Vi vay, n6 c6 thé cung cép toan bod
hé thong ky thuat s6 (CPU & b6 nhé)
« DEC1 chac chan la duong nguén cta CPU.
Stra d6i PCB

D€ phéan tich hoat dong bén trong chip, can stra d6i mot chat PCB:
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So do PCB. Mot sé tu dién da duoc loai bo.

Céc tu tach twong ung C5, C15, C16 va C11 duoc loai bo.

Hé thong phun 16i

Gliching dién ap chi phi thap cua minh la mot hé théng dién tr CTNH tuw ché, duoc thiét
ké dé thuc hién viéc cheén 16i theo cach phl hop. Téng chi phi clia bang dién ti nay chua dén
5$, diéu nay ching to viéc chén 16i 1a mot ki thuét c6 chi phi rat thap va co thé dat duoc bai
mot so it tin tdc.

Pau ra cua hé théng 6n dinh dién ap chi phi thap cua minh sé duwoc két néi véi
DEC1 , st dung dau néi SMA da duoc cai dat trudc do.

han

Mot day mau do duoc han vao DEC4 va mét day mong duoc han vao DEC1:

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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" 3 ‘b

| . W _
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Dudi 6ng nhom dé han ddy trén DEC1 (CPU Power) va DEC4 (System Power).

Luu y: Minh han lgi tu dién 100nF tai vi tri C5 dé€ nguoén dién CPU “6n dinh” hon trong qud
trinh khéi dong. Piéu nay khong thuc sw cdn thiét nhung né cé thé giup ich trong truong
hop CPU gdp su ¢6 khéng mong muodn.

minh két ndi hai day v6i dau néi SMA va minh st dung diém GND lam diém chung:

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Cép micro-USB duoc st dung dé cap ngudn cho toan bd bo mach. Cap USB noi tiép duoc két
ndi dé hién thi thong bdo UART tir ing dung (115200, 8N1).

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Cau hinh pham vi
May hién séng dwogc két néi véi muc tiéu:

« CHANNEL1 (CH1) = TxD (chan P0.06)

« CHANNEL2 (CH2) = Dién nang tiéu thu cua chip théng qua DEC1

« CHANNEL3 (CH3) = Lénh xung cho debug

« CHANNEL4 (CH4) = Pién nang tiéu thu cua chip théng qua DEC4 (Scope
Trigger)

Két qua
Pao nguoc hop den

Muc tiéu 1a xac dinh mot mo hinh cu thé vé muc tiéu thu dién ndng, diéu nay cd thé xéc thuc
gia dinh trudc d6 ctia minh.

Vi muc dich dé, mirc tiéu thu dién nang ciia CPU (CH2) trén DEC1 va muc tiéu thu dién
nang cua hé théng (CH4) trén DEC4 déu duoc theo doi.

P4u tién, Hoat dong bd nh¢ Flash cé thé phén biét ro rang (tai dau T kich hoat) va twong
ung voi cac thao tac doc lién tiép ti Flash:

M505074 Sun April 19 18:23:16 2020

RIGOL Bl 1.00ms 205 e G

v
/-/_~_—_-nmmt R 0 O

..||..|f..+...*......: ..............A...+...|I..*....t..i

= 200mV B
-944mV

Pham vi Anh chup man hinh theo déi qud trinh khoi d‘ong nRF52840. CH1= UART, CH2 =
Nguén CPU, CH3 = Lénh debug (khong duoc kich hoat) va CH4= Nguén hé thong.

Trén anh chup man hinh ti€p theo, CPU Arm bat dau thuc thi (Iic 19us sau dau kich
Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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hoat). C6 thé phan biét trén CH2 (mtc tiéu thu dién nang ctia CPU):

M505074 Sun April 19 18:24:26 2020

RIGOL H 5.00us Measure “D 16.1us

ol _ . 23

CPU bat ddu thuc thi. CH1= UART, CH2 = Nguén CPU, CH3 = Lénh debug (khéng duoc
kich hoat) va CH4= Nguén hé théng.

Sau d6, minh quyét dinh tap trung phan tich dé tim ra hoat dong NVMC, bang céch so sénh
hai tin hiéu cong suat DEC4 va DEC1:

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Khéoi tao NVMC. CH1= UART, CH2 = Nguén CPU, CH3 = Lénh debug (khéng duoc kich
hoat) va CH4= Nguén hé théng.

minh kha tu tin mau nay ( khung mau do ) twong ing v6i bd diéu khién bd nhé (NVMC)
chuyén céc gié tri UICR sang 10i (hoac truc tiép dén khoi AHB-AP), dé dinh cdu hinh Céng
g6 16i (AHB-AP, CTRL-AP) va dat APPROTECT dé cudi cung tat giao dién gé 10i.

Bo qua APPROTECT trén nRF52840

Mot tap lénh python chiu trach nhiém trang bi pham vi, dat cac tham s6 debug khéc nhau va
dat lai bang.

Mot chién dich debug duwoc bat dau, tao ra xung rat ngan trén dwong day dién DEC1 dé
nham muc tiéu cu thé vao mau da xac dinh trudc do.

Anh chup man hinh pham vi tiép theo cho thdy mot lan thir debug thanh cong:
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-

1 = 2.00v 9 T 200mV B
\ +4.08V -944mV

Khoi tao NVMC. CH1= UART, CH2 = Nguon CPU, CH3 = Lénh long lanh (khong d‘woc kich
hoat) va CH4= Nguén hé théng.

Luu y mitc tiéu thu dién ndng ctia Hé théng duoc stra doi nhw thé ndo sau sy cé. Pdy chinh la
két qua ma ban mong muén dat duoc.

Sau moi 1an thr debug, tap 1énh sé phat 1énh OpenOcd sau day dé két xudt toan bd bd nhé
Flash (diéu nay sé chi xay ra trong truong hop két noi thanh coéng véi giao dién G& 160i AHB-
AP):

$ openocd -s /usr/local/share/openocd/scripts -f ./interface/jlink.cfg
-c¢ "transport select swd" -f ./target/nrf52.cfg -c "init;dump image
nrf52 dumped.bin 0x0 0x100000"

Céng g& 16i AHB-AP dwoc md khda thanh cong nho hiéu tng debug. Trinh g& 16i bén ngoai
hién c6 thé két noi véi CPU nRF52840 (cortex-M4F) dé két xuat bd nhé Flash:

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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APPROTECT BYPASS 0
fHHHE OpenOcd test ####
xPack Open0OCD, 64-bit Open On-Chip Debugger 0.10.0+dev (2019-07-17-11:25)
icensed under GNU GPL v2
or bug reports, read
http://openocd.org/doc/doxygen/bugs.html

: J-Link 0B-SAM3U128-V2-NordicSemi compiled Jan 21 2020 17:30:48
: Hardware version: 1.00

: VTarget = 3.300 V

: clock speed 1000 kHz

: SWD DPIDR 0x2ba01477

: nrf52.cpu: hardware has 6 breakpoints, 4 watchpoints

: nrf52.cpu: external reset detected

: Listening on port 3333 for gdb connections

11! DUMPED !!! -
Trinh g6 10i dd két néi voi nRF52840 muc tiéu mdc du dd kich hoat APPROTECT.

Sau d6, phién Arm GDB sé dwoc dinh kém. Ngay céa khi gia tri APPROTECT hién thi
nRF52840 duoc bao vé (0xFFFFFF00), hién tai van c6 thé g& 16i muc tiéu, chdng han bang
cach doc Firmware & 0x00000000:

(gdb) target remote :3333

Remote debugging using :3333
0x000061c4 in 7?7 ()

(gdb) x/1x 0x10001208

0x10001208: Oxffffffoo

(gdb) monitor nrf52.dap apreg 1 0x0c
0x00000001

(gdb) x/10x 0x0

0x0: 0x20040000 0x000002b5 0x000002dd 0x000002df
0x10: 0x000002el Ox000002e3 Ox000002e5 Ox00000000
0x20: 0Ox00000000 0x00000000 R
(gdb) | Asenale
Phién GDB duoc két néi voi nRF52840 muc tiéu mac du dd kich hoat APPROTECT.

PoC: Kha nang go loi day du

Ché&c han ban cling dodn duoc cling c6 thé diéu khién hoan toan thiét bi (vi giao dién g& 16
da duoc kich hoat lai).

Trong qua trinh thir cia minh, CPU bi ket trong vong lap vo tan & 0x61C4 sau debug. Vi vay,

man hinh bén duéi hién thi cach B dém chuwong trinh (PC) duwoc thiét 1ap dé thuc thi 1énh
dau tién (& 0x2b4), sau d6 nhap ma dudi dang Proof-of-Concept:

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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(gdb) target remote :3333
Remote debugging using :3333
0x000061c4 in ?? ()

: ldr

ldr
ldr

subs
ble.n

Thuc thi md trén nRF52840 duoc bado vé.

Bén dudi cé quyén truy cap R/W vao céac thanh ghi (cac thao tdc SRAM va Flash R/W cling
c6 san, hay tin minh):

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Ox0 0

Ox745c 29788

Ox20000000 536870912
0x200000b8 536871096
Ox0 0

Ox0

Ox0

Ox0

Ox0

Ox0

Ox20030000 537067520
Ox0 (C]

Ox0 0

Ox2003fff8 Ox2003fff8
Ox610b 24843

Ox2ba Ox2ba

Ox61000000 1627389952
(gdb) set $r5=0x12345678
(gdb) i r
re Ox0 0
ri Ox745c 29788
r2 0x20000000 536870912
r3 0x200000b8 536871096
r4 Ox0 0
rs 0x12345678 305419896
ré Ox0 0
r7 Ox0 (C]
r8 Ox0 0
r9 Ox0 0
r1e 0x20030000 537067520
ril 0x0 0 1k (RIS

Kha ndng gé 10i day du, giup viéc ddao nguoc trong tuong lai dé dang hon

PoC nay chimg minh kha nang kiém soat Thuc thi luéng va quyén truy cap R/W vao bd nhé
va thanh ghi.

Truy cap FICR
Céc thanh ghi cdu hinh théng tin nha méy (FICR) dwoc 1ap trinh san tai nha may va nguoi

dung khong thé x6a dugc. Cac thanh ghi nay chita thong tin cu thé vé chip (id thiét bi, khda,
dia chi thiét bi...) va duoc dat tai 0x10000000:

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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(gdb) x/100x 0x10000000

0x10000110:
0x10000120:
0x10000130:

0x10000160:
0x10000170:
0x10000180:
Ddng ky cdu hinh théng tin nha mdy bi d6

0x55aab5aa
Ox00001000
OxFFffffff
OxFFffffff
OxFFffffff
OxFFffffff
0x0che2806
0x53534e50
0x7181a09e
0x5990e0e5
OxFfffffff
OxFfffffff
OxFfffffff
OxFfffffff
OxFfffffff
OxFfffffff
Ox00052840
Ox00000400
OxFfffffff
Ox000OBOO8
OxFFffffff
OxFFffffff
OxFFffffff
OxFFffffff
OxFFffffff
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0x55aa55aa
Ox00000100
OxFfffffff
OxFfffffff
OxFFffffff
OxFFffffff
Oxa2c6de33
0x210c3237
0x99748040
Ox2e3abcbd
0x4c169dee
Oxffffffff
Oxffffffff
Oxffffffff
Oxffffffff
Oxffffffff
0x41414430
Oxffffffff
Oxffffffff
Ox00000003
Oxffffffff
OxFfffffff
OxFfffffff
OxFFffffff
OxFFffffff

Them tinh kien tri vao Khai thac

OxFFffffff
Oxfffffffe
OxFFffffff
OxFFffffff
OxFFffffff
Ox00000000
OXTFffffff
Oxaabbaald
OxdccOlefa
0x98c26T54
0x1955blal
Oxffffffff
Oxffffffff
OxFfffffff
Oxffffffff
Oxffffffff
Ox00002004
OxFFffffff
OxFFffffff
Ox00000000
OxFFffffff
OxFFffffff
OxFFffffff
OxFFffffff
OxFFffffff

Oxffffffff
Oxffffffff
Oxffffffff
Oxffffffff
Oxffffffff
Oxffffol5b
Oxffffffff
Oxffffffs5
Oxa2282d1c
0x562cc279
Oxffffffff
Oxffffffff
Oxffffffff
Oxffffffff
Oxffffffff
Oxffffffff
0x00000100
Oxffffffff
Oxffffffff
Oxffffffff
Oxffffffff
Oxffffffff
Oxffffffff
OxEffffEff.
OXEETEETET

Cudi cung, muc tiéu la kich hoat lai vinh vién toan bd kha nang g& 16i trén thiét bi dang duoc
thtr. Kich ban nhw sau:

K&t xuat bo nhéd Flash ¢ 0x00000000

» Két xuat UICR ¢ 0x10001000

« Xéa thiét bi : nrfjprog -f NRF52 -recover

o Khoi dong lai nRF52 dé ghi ndi dung bd nhé Flash va UICR (tat nhién véi mot ban va
thich hop cua gié tri APPROTECT duoc dat thanh OxFFFFFFFF).

Sau doé, tinh nang Gé 10i qua giao dién SWD dwoc bat va viéc tan cong debug la
khéng can thiét.

Thuong thic.

Co lén LR...”hack dev-kit that de dang”

C6 nguoi c6 thé noi: “Hack dev-kit bao gio cling dé...”
OK, ban ndi ding va minh dong y

D€ ching minh viéc 4p dung céch khai thac nay dé dang nhw thé nao, cudc tan cong da duoc

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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t4i hién trén mot sdn pham thuc, Chudt Logitech Pro G ctia minh .

RIP ¢6 gai nho cua minh...

Day sé 1a phan 2 clia cudc diéu tra vé SoC nRF52. minh sé chimg minh 16 héng nay hién
dang anh hwong nhw thé nao dén TAT CA cac SoC nRF52, tir nRF52810 dén
nRF52840.

Phan két luan

APPROTECT Bao vé c6ng truy cap la tinh nang bdo mat mdi nhat duoc thiét k& badi
NordicSemiconductor dé bao vé khoi viéc doc chuong trinh co sé va ki thuat dao nguoc. Do
dé, tinh nang APPROTECT nay hién dién trong toan b6 Dong SoC nRF52.

Trong bai dang trén blog nay, mot cudc tan coéng 10i chi phi thadp da dwoc thuc hién thanh
cong trén nRF52840. N6 cho phép keé tan cong c6 quyén truy cap vat 1y dé vuot qua
APPROTECT dé kich hoat lai giao dién g& 16i SWD vinh vién (truy cap R/W vao bo nhé
va thanh ghi, kiém soét viéc thuc thi ma CPU, két xuat bé nhé Flash, FICR va UICR...)

Do d6 phitc tap thap, cudc tan cong vao nRF52840 nay c6 thé duoc tai tao mot cach dé dang
trén thuc dia. minh chac chan rang céc hacker thanh thao cé déng co nao cling cé thé téi
tao cudc tdn cong nay trong vong chua day mot ngay va voi thiét bi it hon 500 d6 la.

L6 héng nam & Silicon. Khong cé cach nao dé va ma khong sira doi CTNH. Piéu nay
dang tac dong dén mot sé luong 16n cac san pham dua trén nén tang nRF52 .

Hay theo doi Phan 2 .
Tiéet 10 dong thoi gian
17/04/2020 : Lién hé PSIRT Bac Au Két qua c6 giéi han.

22/04/2020 : Nordic PSIRT dé xuat mua bdo cdo day du véi mic gia thap nhat.
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22/04/2020 : LimitedResults n6i “Khong, xin 16i” (va van lich suw).

28/04/2020 : LimitedResults dé xudt hop téc véi Nordic vé viéc tiét 16 thong tin cé trach
nhiém dua trén quy trinh CVE.

29/04/2020 : Nordic PSIRT tich cuc nhung khong dua ra cac dam bao nao.

29/04/2020 : LR yéu cau bao lanh hop ly.

TRUNG TAM SUA CHUA DIEN TU QUANG BINH

MR. XO - 0901.679.359 - 80 V6 Thi Sau, Phwong Quang Thuan, tx Ba Pén, tinh
Quang Binh

[ GIA RE & TRUNG TAM SUA @HU’A DIEN TU
X0 NGUYEN

) pinainsona
%mﬁﬁm&aww
De: Quéng Tz, b Bo D
tihQuing Bink - 0901.679.359

06/08/2020: Sau mét thang im lang va nhiéu lan theo d6i ma khong cé cac phan haoi nao tir
Nordic PSIRT, Nordic PSIRT tlr cho6i hop téc véi LimitedResults vé viéc tiét 10 thong tin co
trach nhiém.

06/10/2020: ba dang.

[da chinh stra] 06/12/2020 : Nordic d& gui email cho tat ca khach cta ho kém theo thong
bao sau day tai day .

Cac bai viét tuong tu:

1. 16994. Tivi LCD - TOSHIBA 471.5450

2. canon 2900 - hu ecu dén nquon nhap nhay can thay thé linh kién ji nhi may anh

3. canon lbp 810 - nhén nic in test tren may thi may chay hoai t6i lic gat reley nguon thi
duncr lai chu khona in

.« - ~

E920LV con ché do giat va cdp nudc(ko vat va xa)thi md

duoc,,con néu chon giat cd vat cé xa mdy giat xong cac qua trinh thi ko tw tat duwoc chi

hién vé 0 phut nhung ko tat(tat la tat nquon )

5. dell - thao den nguon ra kiem tra thick co tu kick 12v,khi gan den vao thi co tieng keu
rit rit,nhung den ko len

6. Project tro choi dién tir trén ESP32 xuéat 1én man hinh CRT
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7. Giai nén file dune service XXXX.dsf cua Dune

8. j07m04000 - may khong len nquon

9. mdy han que dién tr 2 pha - do khdch cam dién 1 pha nén em né béoc khoéi
10. tclic tong av303 - co duong nam ngang khoang 1 cm va nhao nhdy phia tren man hinh
11. tim mua ic STU407D - Hoac APM4052D hoac APM4048D
12. Toshiba satellite 1.500 - main
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