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Trong bai viét nay, minh sé chia sé 1 trig nho dé bdo mat chwong trinh cho esp8266, véi
phuwong phép nay, dil ban c6 gt thang file .bin ctia ban cho ngudi khac thi ho nap vao chip
cta ho cling khong chay duoc

Céc ban theo doi doan code sau

#include
<ESP8266WiF1i.h>

String check MAC =
XX XX XX XX XX XX

void setup()

Serial.begin(115200)

’

Serial.println();

Serial.println(“ESP8
266 start !'");

String mac =
WiFi.macAddress();

mac.toLowerCase();

if(mac == check MAC)

Serial.println(“Kh[i
dong thanh cong”);

}

else

Serial.println(“KhQi
dong tht bai”);

while(1);
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}

void loop() {}

#include <ESP8266WiFi.h>
String check MAC = “XX:XX:XX:XX:XX:XX";
void setup()
{
Serial.begin(115200);
Serial.println();
Serial.println(“ESP8266 start !”);

O OO WN -

String mac = WiFi.macAddress(); //1ay dia chi mac ctia esp8266
10 mac.toLowerCase();

11 if(mac == check MAC)

12 {

13 Serial.println(“Khéi dong thanh cong”);
14 }

15 else

16 {

17  Serial.println(“Khéi dong that bai”);

18  while(1);

19 }

20}

21 void loop() {}

Trong chuwong trinh trén, khi khdi dong minh sé so sanh mac cua thiét bi véi bién
check MAC néu giong nhau thi méi cho phép chay

PHEP THUAT
Gio hdy lam 1 chut ao thuat nao

Khi ban 4n nut nap trén arduino, Arduino IDE sé sinh ra 1 file .bin, chinh la file firmware
ctua ban da duwoc bién dich thanh mé may. Bén trong file bin d6 cé chita 1 doan dir liéu chinh
la XX:XX:XX:XX:XX: XX

Sau khi file .bin duoc tao thanh céng, arduino IDE sé nap chuong trinh xuéng cho esp8266
bang 1 script

Cu thé, arduino ide st dung 1 chuong trinh nap duoc c6 tén la esptool.py. day 1a 1 doan méa
python, diéu tuyét voi la né la méa nguén mé, c6 nghia la ta cé thé chén thém vao 1 vai dong
code dé thém chic nang cho nd.

Cu thé, trong qué trinh nap, minh sé doc MAC cua esp8266 1én va thay thé nd vao doan dir
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liéu XX:XX:XX:XX:XX:XX trong file .bin kia. Nghe thi dong dai nhung chi can thém dung 5
dong code thoi [J

Céc ban mo file esptool.py 1én, c6 thé mé bang nodepad hay bat ki phdn mém chinh stra
van ban nao. Néu khong biét vi tri cua file nay & dau thi hay 4n nuit upload trén arduino IDE,
truwéc khi nap arduino IDE sé in ra 1 dong lénh, trong d6 cé chua vi tri cta file upload.py,
file esptool.py nam trong thw muc esptool cung cap véi upload.py

18 while(1l): v

hardware'\es .3.0.2/tools/upload.py --chip e

rIRAM/PROGMEM, 4MBE WMEB OTA1018KE),
rackages » espB266 > hardware » esp8266 » 3.0.2 » tools » esptool v | O Search esptool
" Mame B Date modified Type Size
.github 72772021 5:35 AM File folder
__pycache_ 3/20/2023 File folder
12 espressif 7 File folder
flasher_stub 7 File folder
test 7 File folder
Jgitlab-ci 7 Yaml Socurce File 4 KB
# COMTRIBUTIMNG 727202 Markdown Source.., IKB
® esp_rfc2217_server 7 Python Source File 11 KB
# espefuse 7 Python Source File B KB
® espsecure 7 Python Source File 32 KB
# esptool 372042023 Python Source File 183 KB
| LICEMSE 1277202 File 12 KB
| MANIFEST.in 7 IM File | KB
* README 71277202 Markdown Source.. 26 KB
2 setup 7 Configuration Sou... | KB
* setup 7 Python Source File 4 KB

LinhKienThaoMay Com
Ealo: 0382937723

Néu arduino IDE cta ban khong hién thi, thi la do ban chua bat chitc nang show log upload,
hay vao FILE -> Preferences va tich vao upload
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=ferences
:ttings  Metwork

ketchbook location:

Z:\WUsersidaong\Documents 'p!'.rduinn:n|

‘ditor language: System Default « | (requires restart of Arduino)
ditor font size: 13

nterface scale: Automatic | 100 & % (requires restart of Arduino)

‘heme: ires restart of Arduino)

thow verbose output during

‘ompiler warnings:

Display line numbers [ ] Enable Code Folding
Verify code after upload [ ] Use external editor
Checdk for updates on startup Save when verifying or uploading

[ ] Use accessibility features

idditional Boards Manager URLs: |ges/package_esp32_index.json, http:/farduino, espd 266, com stable jpackage_espa2e

lore preferences can be edited directly in the fi

»:\Wsers\daongDocuments \ArduinoData\preferences. bt

edit anly when Arduing is not running?

&

LinhKienThaoMay.Com
Ealo: 03BA93ITT23

Khi d& mé& duoc file esptool.py cdc ban dung chic nang tim kiém ( Ctrl + F ) dé tim ham
read_mac sau d6 chén 2 dong ma nay vao cudi ham

global user mac str

user mac_str =
(“:".join(map(Llambda

1 global user mac str
2 user mac str = (.’ ,join(map(lambda x: ‘%02x" % x, mac))).lower()

def read mac(esp, args):
mac = esp.read mac()

def print_mac(label, mac):

print( %s: Xs (label, ":'.join(map(lambda x: '%B2x x, mac))))
print_mac("MAC", mac)
user_mac_str]
user mac_str = (':".join(map(Llambda x: '%B2x ¥, mac))) . loperd) o
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Tiép tuc tim téi ham write flash va chén thém 3 dong code nay vao dudi dong image =
_update_image_flash_params(esp, address, args, image)

in arduino string=
b’ XX XX XX XX XX: XX’
print(“Thay doi %s
thanh %s” %

image =
image.replace(in_ard
1 in arduino string= bXX:XX:XX:XX:XX:XX’

2 print(“Thay doi %s thanh %s” % (in_arduino string , user mac str) )
3 image = image.replace(in_arduino string,bytes(user mac str, ‘ascii’))

address, argfile args.addr filename:
args.no_stub:
print( Erasing flash...")
image - pad_to(argfile.read(), esp.FLASH_ENCRYPTED WRITE_ALIGN args.encrypt
len{image) B
print( "WARNING: File %s is empty" argfile.name)

image = update_image flash_params{esp, address, args, image)
in_arduino string= b "3z 30000 300000 XK
print("Thay doi %s thanh %s" (in_arduino_string , bytes(user
image image.Peplace(in_arduino_5tring,bytes(bser_mac_stﬁ,
calcmd5 = hashlib.md5(image).hexdigest()
uncsize = len(image)

args.compress:

uncimage image

image - z1lib.compress(uncimage, 9)

ratio - uncsize / len(image)

blocks = esp.flash_defl begin{uncsize, len{image), address)

Vay la xong, luu lai va nap code thtr, tir gio khi upload trén arduino sé c6 in thém dong Thay
doi XX:XX:XX:XX:XX:XX thanh mac cua chip la thanh céng
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LinhKienThaoMay. Com

|dB32KE cache + 32KB IRAM (balanced), Use pgm_read macros for IRAMPROGRIE M, SIS (F 52 MB g

Nang cao kha nang bao mat
Viéc luu truc ti€p ID vao flash van c6 thé bi hacker phat hién ra khi dump code va phan tich,

vi vy hay thém 1 s6 thuat todn méa hdéa d€ “che” di MAC cua ban, thdm chi ban cé thé tao
thém nhiéu bién so sanh & nhéu noi khac nhau trong chwong trinh dé€ lam hacker “nan long”

Han chée

XX:XX:XX:XX:XX:XX la 1 value dac biét trong code cua ban. Do d6 hdy dam bao trong
chuong trinh cta ban khong dir liéu nao cé thé chira XX:XX:XX:XX:XX:XX hoac ban ciing c6
thé thay d6i khda XX:XX:XX:XX:XX:XX thanh 1 tir khda dac biét khac kho bi trung hon

TRUNG TAM SUA CHUA PIEN TU QUANG BINH

MR. XO - 0901.679.359 - 80 V6 Thi Sdu, Phwong Quang Thuan, tx Ba Pén, tinh
Quang Binh
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[ GIA RE & TRUNG TAM SUA @HU’A DIEN TU
X0 NGUYEN

e
%m@m&aww
De: Quing Tuun. e Bo D,
tihQuing Bink - 0901.679.359

I found your article to be very well-researched and informative. Thank you for taking the
time to provide such valuable information.

Thanks for sharing valuable ideas in this article.

Cac bai viét tuong tu:

[0T] Bai 4: Gi6i thiéu ngon ngir HTML va mo6 hinh http resquest/reponse

[IoT] Bai 9: Tim hi€u giao thitc TCP va UDP

ASUS P5GL-TMX/S - Khong nhan RAM Noéng chipset bac
Bai 2: Giao tiép véi module WiFi ESP8266 bang tap 1énh AT
Bép tur Elextrolux ETD28K - M4t nqudn 5v,18v. DC 300v Du.Cau chi tét IGBT séng.Xin
gitp d& xtr Iy chudn dé 18y dc 2 ngudn 5v,18v.xin cdm on
6. dong co 3 pha - moi nguoi cho em hoéi em ¢é déng co 3 pha téc d6 1400 né bi chdy em
quan lai nhw cii.roto dai 4.7cm,duong kinh 7.5cm.em quén 55 vong day 65 quan 3 quan
dong tam.day hinh sao.em cho chay thir may rat néng va tiéng kéu la
7. lap trinh ic 89c - moi nguoi cho hoi lap trinh ic dung phan mém nao
8. Lo vi song Panasonic - Chet cong suat. Em kiem tra chet 50n322
9. Mdy giat hitachi SF-65E - Chao moi nguoi, em cé con may giat hitachi cit an nquoén 1én
la bédo 16i den , den mirc nwédc va den vat nhay lien tuc, em da thay van ap luc roi nhug
khong duoc, mong moi nqguoi giup do
10. MSI 7267 - khéng cai dc win,mdy b4do man hinh xanh ghost van ok.(d4 thiét 1ap tron

A .

bios)

11. pentum 4 - 1oi cai win 8

12. samsung 16in cong - céc bac cho e hoéi con tré duong afc tir con 681/2k xuéng ctia may
samsung 16in cong la bao nhiéu k ay nhi... e né bi chay den thui méat roi
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