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Sau Phan 1 m6 ta APPROTECT Bypass , bai dang méi nay trinh bay céch:

Doc va Ghi Flash noi b6 ciia dong nRF52 bang ESP32 | 1

e khai thc sdn phdm that dua trén nRF52840 dé bung Firmware va kich hoat lai giao
dién SWD.

e t4i tao cudc tan cong vao cadc SoC nRF52 khac dé x4c nhén 16 héng trong tat ca céc
phién ban nRF52.

° 7 7 A 2 ~2 A
Khai thac xac thuc tren san pham that
Hay bat dau bang mdt tinh huéng cé dién, trong dé hacker can truy cap vao Firmware cla
san pham. Néu san phdm nay dwa trén nRF52, né cé thé dwoc bao vé dé tranh viéc doc
chuong trinh co sé nham ngan chan ky thuat dao nguoc.

Muc tiéu: Logitech G Pro

Dé x4c thuc khai thac, minh da chon thiét bi dau tién minh c6 trong tay. D6 la Chudt
Logitech G Pro cua minh dua trén nRF52840 .

Luu y: Muc dich ctia minh khéng phdi la tdn cong sdn phdm Logitech & ddy .
Nhan quyeén truy cap

minh bd qua phan gidi thiéu nhung do6i véi nhitng nguoi quan tam, day la mot video hay
trén YouTube .

Thiét bi duoc thdo d& dé truy cap vao bo mach chinh:

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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PCB madt truéc cua Logitech PRO G. Nhin cam bién HERO dep qud.
Céc chan SWD (SWDCLK, SWDIO) duoc in lua nén rat dé nhéan biét (khung mau dd).

Sau d6, mot s6 tiéu dé pin dwoc han dé két néi muc tiéu véi dau do G& 16i Segger J-Link:

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Talo: 0389937723

Day nhay SWDCLK, SWDIO, VDD _NRF va GND giita muc tiéu va ddu do JTAG. Cdp USB
cting bi cam do chua két néi pin..

Moi no luc két néi qua OpenOcd va GDB déu bi tir chéi:
Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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$ openocd -f /usr/local/share/openocd/scripts/interface/jlink.cfg -c
“transport select swd" -f
/usr/local/share/openocd/scripts/target/nrf52.cfg

$ arm-none-eabi-gdb

Open On-Chip Debugger 0.10.0+dev-01137-gld4efe7f-dirty (2020-03-19-20:52)

Licensed under GNU GPL v2

For bug reports, read
http://openocd.org/doc/doxygen/bugs. html

swd

Info : Listening on port 6666 for tcl connections

Info : Listening on port 4444 for telnet connections

Info : J-Link V10 compiled Jan 7 2020 16:51:47

Info : Hardware version: 10.10

Info : VTarget = 2.161 V

Info : clock speed 1000 kHz

Info : SWD DPIDR 0x2ba0©1477

Error: Could not find MEM-AP to control the core

Info : Listening on port 3333 for gdb connections

Info : accepting 'gdb' connection on tcp/3333

Error: Target not examined yet

Error executing event gdb-attach on target nrf52.cpu:

Error: Target not examined yet

Error: Couldn't read CONFIGID register

Error: auto probe failed

Error: Connect failed. Consider setting up a gdb-attach event fﬂr the target to
prepare target for GDB connect, or use 'gdb memory map disable LIERTR=0 NS

TROJTITrY"

Error: attempted 'gdb' connection rejected
PHE DUYET duoc bdt. Va két néi véi SWD bi tir choi.

Tat nhién, tinh nang APPROTECT duoc bat trén thiét bi nay.
Tai tao duong vong APPROTECT

Sw chuan bi
NRF52840 nam & mat sau PCB va déng vai tro la bo xtt ly chinh cta hé thong.

Thiét ké PCB hoan toan phu hop voi thiét ké tham chiéu nRF52840 (cé trong Bang dir liéu
Bac Au). N6 giong nhw mét thiét ké sao chép-dan.

Céc tu tach C5 va C15 duoc loai bo va dau ra debug duoc két noi véi VDD CPU (DEC1):

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723



~.

@ ‘M # & % "T? N . A A b N >
u:“ e TS com DPoc va Ghi Flash noi bo cua dong nRF52 bang ESP32 | 5

C5 va C15 bi loai bo (khung mau d‘en) VDD CPU DECI1 (ddy mau do) va GND (day mau
den).

VDD CPU (DEC1) duoc két noi véi debug thong qua dau noi SMA. Dudi day la hinh anh ctua
thiét 1ap tdn cong day du:

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Thzet lap nhanh trén Logztech PRO G

Loi tan cong Thoi gian

Cudc tan cong 16i dwoc thuc hién bang cach chay tép lénh python, tap 1énh nay chiu trach
nhiém dong bd hoa hé thong debug, may hién séng va dat lai thiét bi sau moi lan thi 16i.

Anh chup man hinh nay hién thi qua trinh khéi déng binh thudong (hanh vi c8 dién cla thiét
bi):

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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M505074 Wed April 15 15:55:20 2020

RIGOL &0 [H 1.00ms 2Gas \oooomamseaaniasass,

Measure 1.485ms T 4+ B 1.44v N

i

= 2.00v B = 1.00V 0123 4567 1
17 0my | 2 +1.24V 8 ottt 23ms || AL || - il d5:5

Hoat dong binh thuong (khong coé hiéu ng debug). CH1=UART, CH2= VDD nRF (Kich hoat
pham vi), CH3 = mikc tiéu thu dong dién cua CPU, CH4= VDD CPU.

Sau do, két qua ban muén thay sau khi thuc hién 16i thanh cong:

M505074 Wed April 15 16:35:10 2020

RIGOL sor H 500us VY, SV NV VNN

Measure

| = 2.00v B 2 = 1.00v
+720mV +1.24V

Tdn céng thanh céng. CH1=UART, CH2= VDD nRF (Kich hoat pham vi), CH3 = mtc tiéu
thu dong dién cua CPU, CH4= VDD CPU.

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Tin hiéu VDD nRF trén bo mach dwoc st dung lam tham chiéu kich hoat pham vi. Sau mot
khodng thoi gian tré cu thé, 16i dwoc dwa vao sé lam gidn doan quéa trinh khdi tao binh
thuong cua nRF52840.

Tir quan diém cua shell, trinh g& 16i bén ngoai gior day cé thé két néi véi chudt:

APPROTECT BYPASS 13
#HHHE OpenOcd test #HH
xPack Open0OCD, 64-bit Open On-Chip Debugger 0.10.0+dev (2019-07-17-11:25)
Licensed under GNU GPL v2
'For bug reports, read
http://openocd.org/doc/doxygen/bugs.html

swd
Info : J-Link V10 compiled Jan 7 2020 16:51:47

Info : Hardware version: 10.10

Info : VTarget = 2.161 V

Info : clock speed 1000 kHz

Info : SWD DPIDR 0x2ba01477

Info : nrf52.cpu: hardware has 6 breakpoints, 4 watchpoints
Info : nrf52.cpu: external reset detected

Info : Listening on port 3333 for gdb connections

Trinh gé 16i duoc két néi véi nRF52840

Trich xuat phan mém
Sau khi két noi, budce tiép theo la két xuat Firmware va UICR:

#openocd via telnet

dump image FLASH.bin 0x0 0x100000
dump image UICR.bin 0x10001000 0x1000
#optional

dump image FICR.bin 0x10000000 0x1000

Du6i day la phién ban bo tai khdi dong va Tén thiét bi & 0xXE5CD8 trong bd nhd flash:

e0Be5cde |.....qJ.MPM15 DO |
000e5ced | .BOT74.02_B0O26. |
B00e5cfO |G Pro Wireless G|
@80e5dae |aming Mouse.."”
@80e5d10 ’

000e5d20
000e5d30
000e5d40
000e5d50

Phién bdn bé nap khdi dong

Sau do, Phan tich ma tinh c6 thé dwoc thuc hién dé tim céc 16 héng (hoac chi dé hiéu cach
thitc hoat dong cua no).

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Ky nang Big C
Kich hoat lai gé 16i vinh vien
Dé kich hoat lai lién tuc giao dién g& 16i, APPROTECT bi v6 hiéu hoa (xem Phan 1) va flash

lai voi FLASH.bin va UICR.bin d& dwoc trich xudt (tat nhién la c6 APPROTECT duwoc va thanh
O0xFFFFFFFF):

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Chudt Logitech PRO-G quay lai ché dé phdt trién...

Chudt quay tré lai “Ché dé phdt trién” , trong d6 Phan tich ma déng la mot loi thé to 16m
(dac biét 1a trong qud trinh phét trién khai théc).

Ganh nang gia dinh
Cho dén nay, tat ca cac két qua da thu duoc trén nRF52840.

Cac SoC nRF52 dung chung CPU Cortex-M4, cung Cong g& 16i, cuing Bd nhé Flash (ngoai
trir mang b nhé) va cung NVMC. Trong boi canh nay, ¢é kha nang 16 hong nay pho bién doi
v0i toan bo dong SoC dong nRF52. Day la tam nhin ctia minh vé hé sinh thai nRF52:

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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Done
NnRF52B40

102448,/256 68

nRF52833

SZkB/128ka

nRF52832

S2kB/E4 kB

a@FN =1

Very similar to nRF52810
nRF5281

W2kB/24 kB

nRF52810

WIkB/24 kB

Same Dev-Kit than
nRF52833, probably
very similar...

GEN o Not in the scope

badnh gid cdc nén tang nRF52 hién co

GFN csp nRF21540
Same Dev-Kit than nRF52832, RF Front-end
probably very similar...
2016-2018 2019 2020 e osmss

Sau lan xem xét nho nay, minh quyét dinh tap trung vao nRF52832 va nRF52833. Nordic
cung cap bd céng cu phat trién cho hai nén tang nay.

Hai b6 cong cu phét trién da dwoc dat hang. Chi phi = 150%.

Két qua trén nRF58232

Céc thtr da dat duoc trén nRF52-DK , dua trén nRF52832 . Bo mach phét trién duoc sta
doi bang céch loai bo tu dién va day han:

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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so do tham chiéu nRF52832

7 4 D et

ddy méng nRF52832 han vao DECI, ddy mau do vao DEC4.
Luu y: chi ¢é ddy méng két néi véi DEC1 la di dé thuc hién cudc tdn cong.

Méy hién séng duoc st dung dé xac dinh m6 hinh thi vi.

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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minh dd cdi thién mét chut cdch theo déi mikc tiéu thu dién ndng trén dong DEC1. Ty 1é
nhiéu tin hiéu cao hon.

Theo muc tiéu thu dién nang duoc hién thi bén dudi, hoat dong trong qué trinh khéi chay Bo
diéu khién Flash la nhw nhau:

MS05074 Sat April 18 00:08:27 2020

l—

RIGOL H 5.00us “10Mp Measure 15.5us

'- = 2.00V = 100mV B )C 01 67
] 1 +4,08V 2 -1.18V 2V E 1415

Phan tich mitc tiéu thu dién ndng cua CPU trong qud trinh khoi dong. CH1= UART TX, CH2
= mttc tiéu thu dién ndng DEC1, CH3 = lénh debug.

bay la mot vi du vé mot debug thanh cong:

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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MS05074 Thu April 16 22:49:35 2020
RIGOL H 1 OOUS [ Measure
v

R5232-TX

= 2.00V 9 = 100mV B
+4.08V EREY

debug thanh céng. CH1= UART TX, CH2 = mtc tiéu thu dién ndng DEC1, CH3 = Iénh
debug.

G& 16i SWD duoc kich hoat lai:

(gdb) target remote 3 xPack OpenOCD, 64-bit Open On-Chip Debugger @.10.0+dev (20819-87-17-11:25)
Remote debugging 13333 Licensed under GNU GPL v2
0x0eP060ac in 77 () IFor bug reports, read
(gdb) info mem http://openocd.org/doc/doxygen/bugs. html
Using memory regions prouided by the target. B
Num Enb Low Addr High Addr Attrs : J-Link 0B-S 2-NordicSemi compiled Jan 21 2020 17:30:48
x00880000 flash blocksize @x1080 nocache |Info : Hardware \ 1.00
| : VTarget = 3. v
alﬁaullau flash blocksize 8x188 nocache |{Info : clock speed 1880 kHz
Bx100008008 rw nocache : SWD DPIDR 6x2ba@l477
|Info : : hardware has 6 breakpoints, 4 watchpoints
g on port 3333 for gdb con
g on port 6666 for tcl connec
g on port 4d44 for telnet connections
: acc g U on tep/3333
0x000002dd 2 pe2df t alte e current mode: Thread
0x000082es5 Ox8000800 X } o p C 0x20007TT8 "ﬁl

Trinh go loz duoc gan vao muc tiéu nRF52832.

Nhimg két qua nay chiing minh rang nRF52832 dé bi khai thac APPROTECT.

Két qua trén nRF58233

Mot 1an nita, cac thir twong tu ciing dat duoc trén nRF52833-DK, dua trén nRF52833 .

So d6 va ché dd xem PCB dé tham khdo:

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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so' dé nRF52833

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723



S, |

i 0 aF
! WF Rz LY
@b L o

LINH KIEN THAO MAY . COM

GND

L-‘

14#

l

4 =

Doc va Ghi Flash néi b6 cia dong nRF52 bang ESP32 | 16
- EZ‘} ) &
- 3 _} 3 SE

;& &
£} \j!. !

nRF52833 day ong han vao DECI day mau do vao DECA4.

Trén nRF52833, viéc khéi tao BO diéu khién Flash twong duwong véi cdc nRF52 duoc phan
tich trudc do6. Viéc chén 16i duoc thuc hién trén CPU Power Line DEC1:

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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M505074 Wed April 22 19:58:30 2020

R

RIGOL H 500us Mecsure 22.5us T
v

T T O TN (W T TeIe T T

<yt fioi>i.aipip|: -

= 2.00V = 100mV B 0123 4567 19:5
Q B o |2 o o st s || AL [ A s

M505074 Wed April 22 19:39:14 2020

R

RIGOL H 500us oMbt Measure D 21.6us

T 100my 8 T | -Gl | B il fis19:38

Ef: Dyl

Tuong tu & day, SWD duoc kich hoat lai:

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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<ygen/bugs . html

ordicSemi compiled Jan 21 2020 17:30:48

Ze 0x1000 nocache
has 6 breakpoints, 4 watchpoints
33 for gdb connections
1=t:n g on purt 6666 for tcl connections
istening on port 4444 for telnet Lnnnprflun:
ct 33

size 0x160 nocache

mode: Thread

0x000002b5 0x000002dd PSR. By :
0 0x800002e5 oX| Warn : Unbnnnn device iHhID ox

Trmth' loz duoc gan vao muc tiéu nRF52833.
NRF52833 dé bi khai thac APPROTECT.

Sau nhitng tht nay, chac chan tat ca cac phién ban nRF52 déu dé bi tan cong.

Sw va cham

Nordic da xac nhan céc van dé bao méat trong théng bao gui cho tit ca khach cua ho vao
ngay 12 thang 6 nam 2020.

Theo minh, tinh ndng APPROTECT cua nRF52 cé thé bi danh bai trong mo6t khoang thoi gian
ngan va voi ngan sach rat han ché.

Piém CVSS la 7,6 (Mw&c do6 nghiém trong Cao)

CVSS:3.0/AV:P/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H
Cac phién ban nRF52 Bac Au sau day dé bi tan cong :

« nRF52810
* nRF52811
* nRF52820
» nRF52832
» nRF52833
* nRF52840

va do d6, cac Mé-dun dua trén nRF52 ciing deé bi tan cong.

Céc mo-dun nay cé thé tan dung tat ca cac tinh nang cta kién tric Phan ctimg va Phan mém
SoC cta Nordic dé tao ra mot ‘san phdm mo6-dun duy nhat’ ma khéng can thém bo vi diéu
khién dé chay ing dung cua ban.

Nordic cung cap tai liéu tham khao vé cdc mé-dun ctia bén thit ba tai day, chang han nhu:

» Tap doan Fantel
e lanh chua

e cla minh

e Raytac

e Taio Yuden

e U-blox

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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https://www.nordicsemi.com/Software-and-tools/3rd-Party/3rd-party-modules
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 Dién tir Wurth

e Murata

« Dong chay

e Fujitsu

e ....va hon thé nita

Doc va Ghi Flash n6i b6 ciia dong nRF52 bang ESP32 | 19

LinhKienThaoMay.Com
Zalo: 0380937723

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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NINA-B3O1

LinhFisnThaoMay.Com
‘Zalo: 03BI33TT23

Phan két luan

APPROTECT Bypass da duwoc chinmg minh trén mot thiét bi thwong mai, Chudt Logitech Pro
G.

Céc thtr b6 sung da dat duoc trén nRF52832 va nRF52833. K&t qua cho thay cac nén tang
nay cling dé bi tdn cong. NordicSemiconductor xac nhéan tat ca cac phién ban nRF52 cua ho

déu dé bi tdn cong.

TRUNG TAM SUA CHUA DIEN TU QUANG BINH

MR. XO - 0901.679.359 - 80 Vo Thi Sau, Phuong Quang Thuan, tx Ba Pén, tinh
Quang Binh

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723
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[ GIA RE & TRUNG TAM SUA @HU’A DIEN TU
X0 NGUYEN

) ginainsona
%m@m&aww
De: Quing Tuun. e Bo D,
tihQuing Bink - 0901.679.359

Diéu nay hién dang tac dong dén mot s6 lwong lom thiét bi trén hién truong, tir cac san pham
dya trén nRF52 dén Mo-dun ctia bén thit ba (st dung nén tang nRF52).

L6 hong nam & Silicon. Khong cé cach nao dé va ma khong stra déi CTNH.

Tai liéu nay duoc tai tir website: http://linhkienthaomay.com. Zalo ho tro: 0389937723



